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Abstract: The maritime industry is constantly evolving and posing new challenges, especially
with increasing digitalization, which has raised concerns about cyber-attacks on maritime supply
chain agents. Although scholars have proposed various methods and classification models to
counter these cyber threats, a comprehensive cyber-attack taxonomy for maritime supply chain
actors based on a systematic literature review is still lacking. This review aims to provide a clear
picture of common cyber-attacks and develop a taxonomy for their categorization. In addition, it
outlines best practices derived from academic research in maritime cybersecurity using PRISMA
principles for a systematic literature review, which identified 110 relevant journal papers. This
study highlights that distributed denial of service (DDoS) attacks and malware are top concerns for
all maritime supply chain stakeholders. In particular, shipping companies are urged to prioritize
defenses against hijacking, spoofing, and jamming. The report identifies 18 practices to combat cyber-
attacks, categorized into information security management solutions, information security policies,
and cybersecurity awareness and training. Finally, this paper explores how emerging technologies can
address cyber-attacks in the maritime supply chain network (MSCN). While Industry 4.0 technologies
are highlighted as significant trends in the literature, this study aims to equip MSCN stakeholders
with the knowledge to effectively leverage a broader range of emerging technologies. In doing
so, it provides forward-looking solutions to prevent and mitigate cyber-attacks, emphasizing that
Industry 4.0 is part of a larger landscape of technological innovation.

Keywords: maritime supply chain; cyber risk; cybersecurity; cyber-attacks; Industry 4.0

1. Introduction

Maritime transportation is the primary means of global trade, responsible for ap-
proximately 80–90% of the transportation of commodities and raw resources, providing
significant economic advantages for moving large quantities over extensive distances [1].
A maritime supply chain network (MSCN) comprises essential elements, including freight
forwarders, shipping lines, and port terminal operators, all of which play vital roles in opti-
mizing operations to ensure efficient service delivery. Figure 1, adapted from [2], depicts
the connections between these pivotal participants.

In recent decades, as globalization and competitiveness have intensified, it has become
crucial for maritime industry stakeholders to implement Industry 4.0 technology. The
objective of this transition toward greater digitization and automation is to reduce waiting
times and increase efficiency, particularly in complex operations such as ship navigation
and cargo management [3,4]. Nevertheless, this digital transformation introduces various
new risks, specifically cyber-attacks, which have emerged as a significant concern for MSCN
agents [5–7]. The classification society “Lloyd Register” has documented an alarming surge
in cyber-attacks over the last ten years, with an annual increase of 27%. In 2017, 86% of
organizations reported experiencing attacks [8–10], a situation worsened by the COVID-19
pandemic, leading to a four-fold rise in cyber-attacks globally [10–12].
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Figure 1. MSCN links, adapted from [2].

Considering these challenges, cybersecurity has become a critical concern in the
maritime industry. The International Maritime Organization (IMO) mandated in 2021
that shipowners develop cyber risk management strategies [6,13]. Classification societies,
such as the American Bureau of Shipping (ABS) and Det Norske Veritas (DNV), have also
promoted effective cyber risk management systems to mitigate these threats.

Analyzing cyber-attacks within the MSCN is essential due to the sector’s unique oper-
ational dynamics and reliance on complex global logistics. The MSCN operates in a highly
interconnected environment, where vulnerabilities can rapidly propagate among multiple
stakeholders, including shipping companies, port authorities, and logistics providers. This
interdependence heightens the risk of systemic failures, resulting in potentially severe
consequences from cyber-attacks. Addressing these issues requires a comprehensive under-
standing of the specific risks and challenges faced by the MSCN, emphasizing the need for
tailored strategies to enhance cybersecurity resilience.

The academic community has also made strides in identifying and classifying cyberse-
curity vulnerabilities in the maritime domain. For instance, ref. [14] explored cyber-attacks
on the automatic identification system (AIS) of American vessels using the Parkerian hexad.
While this framework provides a valuable lens for evaluating vulnerabilities in specific
systems such as the AIS, it lacks a broader application to the entire supply chain and does
not offer practical mitigation steps for MSCN agents. Similarly, ref. [7,15] developed classi-
fication schemes distinguishing between cyber-attacks on on-board systems and off-board
systems, but they do not provide a holistic approach or practical guidance on managing
these threats.

Other works, such as ref [16,17], have focused on risks associated with emphasizing
the integration of advanced digital technologies such as the Internet of things (IoT), the
cloud, blockchains, big data, and artificial intelligence (AI) into cybersecurity frame-
works. These technologies are critical to monitoring, detecting, and mitigating cyber
risks in increasingly digitized and interconnected maritime systems. While Industry 4.0
encompasses a wide range of innovations, we have focused on those technologies that
are directly applicable to strengthening cyber defenses, in line with the core objectives
of our study. While these frameworks offer insights into technical vulnerabilities, they
often lack recommendations that address the operational complexities and geopolitical
impacts unique to maritime operations.

To address these identified gaps and offer a comprehensive framework for the MSCN
agents, this study presents a comprehensive approach to understanding and managing
cyber-attacks in the maritime industry. Through a systematic literature review (SLR), this
study aims to develop a classification model for cyber-attacks based on historical evidence,
providing maritime supply chain managers with insights into pre-attack, during-attack,
and post-attack measures.

To guide this study, we identified the subsequent research questions (RQs):
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1. RQ1: What cyber-attacks in the MSCN have been reported in the academic literature?

This question is essential for understanding the types of threats faced by MSCN agents
and how widespread they are across different systems and agents in the MSCN.

2. RQ2: What preventive and mitigating practices for cyber-attacks in the MSCN are
reported in the literature?

By answering this question, we aim to identify best practices and proven methods for
reducing the impact of cyber-attacks, ensuring that MSCN agents are better equipped to
protect their systems and assets.

3. RQ3: What emerging technologies address cyber-attacks in the MSCN?

This question focuses on the future direction of maritime cybersecurity, examining
how Industry 4.0 technologies can help prevent or mitigate these evolving threats.

The contributions of this study are multifaceted and address key research questions.
First, we develop a comprehensive cyber-attack taxonomy that directly responds to RQ1.
By reviewing the existing literature and analyzing incident reports from MSCN actors, we
bridge the gap between practical experience and academic knowledge. This taxonomy
is essential for understanding the factors associated with cyber-attacks affecting the
MSCN. In addition, we present historical cybersecurity evidence that also supports
RQ1. This analysis reveals patterns in the most common cyber-attacks in the maritime
sector, highlighting the systems and actors that are frequently targeted. These findings
inform both the taxonomy and practical recommendations. In furtherance, we compile
practical recommendations aligned with RQ2, focusing on prevention and mitigation
practices for MSCN cyber-attacks. This compilation provides MSCN stakeholders with
actionable strategies based on best practices derived from the literature. Finally, we
explore emerging cybersecurity technologies related to RQ3, examining how innovations,
including key Industry 4.0 technologies, can effectively combat cyber threats in the
MSCN. By equipping stakeholders with essential insights, this study provides robust
strategies for preventing and mitigating cyber-attacks.

This paper is structured as follows. After this introduction, the following sections
examine cybersecurity in maritime transport, describe the methodology of the SLR, show
the results of the review, and explain these findings with regard to the research questions.
The final sections provide suggestions for further research and conclude by discussing the
wider implications of these findings for global supply chain networks.

PRISMA Statement

The SLR conducted in this study follows the Preferred Reporting Items for Systematic
Reviews and Meta-Analysis (PRISMA) framework, a widely accepted methodology for
ensuring rigor and transparency in literature reviews. The process was carried out in three
key stages: identification, screening, and inclusion. In the identification phase, a compre-
hensive search was performed using Elsevier’s Scopus and Web of Science databases, with
a defined set of keywords to capture both cybernetic and maritime components relevant to
this study. No time constraints were imposed on the searches.

In the first phase, 1443 papers were identified, of which 116 were shortlisted for
inclusion following an automatic filtering process and evaluation by the three authors.
Each paper was evaluated under specific inclusion and exclusion criteria, focusing on
factors such as the mention of cyber-attacks in the MSCN, historical evidence reports,
and risk mitigation or contingency strategies potentially useful for MSCN stakeholders.
After removing duplicates and applying quality checks, 110 papers were included in the
final review.

This review assessed various risk factors related to MSCN cybersecurity. Through
careful analysis and synthesis of the data, insights were generated to inform future research
and guide stakeholders in implementing more robust cybersecurity practices. The PRISMA
flow diagram (Figure 2) provides an overview of the systemic review process.
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2. Cybersecurity in the Maritime Sector

The maritime industry’s evolving processes, characterized by their growing complex-
ity, digitalization, and automation, necessitate a fresh and comprehensive approach to
managing cybersecurity [18]. This section presents fundamental cybersecurity principles
and outlines the crucial cyber risk management frameworks recommended by international
maritime organizations.

2.1. Basic Concepts Related to Cyber Risk

The notion of risk may differ among various industries but typically involves evaluat-
ing the probability and consequences of potential incidents that could impact assets [19]. In
the context of Industry 4.0, risk managers have placed significant emphasis on “cyber risk”,
which pertains to potential damage arising from vulnerabilities in technological assets.
Cyber-attacks are intentional actions carried out by malicious individuals aiming to disrupt
the confidentiality, availability, or integrity of information systems [16]. These attacks may
target maritime operations such as unauthorized access or deliberate sabotage, resulting in
navigational errors or service disruptions [19]. Additionally, managers face cyber-physical
risks, which involve the control of physical processes through digital components [17].
These risks arise when malicious actors manipulate computer systems that control physical
infrastructure, such as pipelines or valves, potentially causing harm to both property and
human lives [20].

Assessing cyber risks entails comprehending the likelihood of incidents and their
outcomes, including collisions, operational disruptions, and economic losses [21]. To
conduct an effective risk analysis, it is necessary to evaluate both the likelihood and
the potential impact of these events. The maritime industry faces unique challenges, in
which cyber risks may have significant consequences. Failure can lead to higher expenses,
delivery delays, and potential harm to both people and the environment, underscoring
the importance of implementing a comprehensive cyber risk management strategy. For
example, the 2017 NotPetya malware attack resulted in an estimated USD 300 million of
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direct economic damage and USD 8.4 billion in losses for stakeholders, demonstrating the
serious operational and financial effects of cyber-attacks [22,23].

2.2. Cyber Risk Management Systems

In response to the pressing demand for cybersecurity strategies, maritime orga-
nizations have devised initiatives to guide stakeholders in creating efficient cyberse-
curity management plans. Table 1 summarizes the four key guidelines and relevant
maritime studies.

Table 1. Summary of available cybersecurity guidelines.

Organization Year Title Description Related Studies

IMO 2017

Resolution
MSC.428(98)—Maritime
Cyber Risk Management in
Safety Management
Systems [24].

It exposes five functional
elements that support
effective cyber risk
management: Identify—
Protect—Detect—
Respond—Recover.

Ref. [25] suggests incorporating a cyber
risk management framework into
maritime ship safety systems (SMS).

Ref. [26] highlights the importance
of adhering to IMO resolutions,
focusing on usability, security,
and functionality.

NIST 2018

Framework for Improving
Critical Infrastructure
Cybersecurity (NIST) [27].

The framework is a set of
guidelines for mitigating
organizational
cybersecurity risks and
organizes basic
cybersecurity activities
regarding the five elements
proposed by IMO.

Ref. [18] merges the NIST
framework with STWC standards to
identify crew competencies needed
for NIST’s core functions.

Ref. [28] blends IMO guidelines [24]
with the NIST framework to
differentiate cybersecurity needs
between IT and OT systems in
maritime assets.

DNV 2016

DNVGL-RP-0496
Cybersecurity resilience
management for ships and
mobile offshore units in
operations [29].

It is composed of four
essential steps for cyber
risk management:
Assessment—
Improvement—
Verification—Validation.

Ref. [30] reviews eight cybersecurity
guidelines and notes the DNV’s lack
of operational best practices despite
its detailed risk assessment guide.

Ref. [31] emphasizes the DNV’s
comprehensive cybersecurity
suggestions spanning people,
processes, and technology.

ABS 2021

Guide for Cybersecurity
Implementation for the
Marine and Offshore
Industries [32].

It contains 27 cybersecurity
controls and the
recommendations are
based on three levels of
cybersecurity urgency (Tier
1, Tier 2, and Tier 3).

Ref. [30] finds the ABS guidelines
helpful for pinpointing operational best
practices for maritime stakeholders.

In summary, various regulatory bodies and international organizations have created
guidelines to enhance cyber risk management in the maritime industry. However, investi-
gations into the tangible impacts of these guidelines are still in their early stages. Hence,
it is imperative to conduct studies that collect pragmatic solutions and historical data on
cyber-attacks to implement these recommendations successfully in practical situations. The
subsequent section delineates the SLR methodology employed to evaluate these studies.

3. SLR Methodology

This study adopted the PRISMA framework introduced by ref. [33]. PRISMA is recog-
nized for its structured and comprehensive approach to conducting systematic literature
reviews, ensuring rigorous and reproducible research outcomes [34,35]. This methodology
aligns with our research questions and provides a transparent process from study identifi-
cation to data synthesis. Figure 2 illustrates the three stages of the PRISMA methodology
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applied in this study. The PRISMA flow diagram follows a structured three-step process.
(1) Identification: researchers define the research question and systematically search for
relevant studies, adhering to predefined inclusion and exclusion criteria. (2) Screening:
identified studies are screened for relevance by reviewing titles and abstracts. Those that
align with the research question undergo a full-text review. (3) Inclusion: eligible studies
are included in the systematic review. Data from these studies are extracted and analyzed,
and the findings are synthesized and reported.

3.1. Identification

The first step involved evaluating the existing cybersecurity conditions in the MSCN.
This evaluation helped to identify gaps requiring the development of a new taxonomy for
cyber-attacks. Subsequently, a research protocol was established, outlining the designated
databases, search keywords, and inclusion and exclusion criteria to direct the systematic
review. The authors collaboratively established the search equation and defined the specific
time frame for the studies included in this review. Additionally, they selected the databases
to be searched and outlined the inclusion and exclusion criteria. However, the initial
assessment was conducted by one author.

Then, to discover pertinent papers, the authors used Elsevier’s Scopus and Web of
Science, widely recognized as the most comprehensive scientific databases in the field, to
identify relevant papers [35–37]. The search strategy included two sets of keywords: one
on cybernetic aspects and the other on maritime components. The Boolean operator ‘AND’
was used to link the two sets of keywords, while ‘OR’ was used within each set to extend
the search range. Table 2 lists the keywords used in this search. The searches undertaken in
June 2024 were not subject to time constraints.

Table 2. Keywords used in the search.

Group 1: Cybernetic Component Group 2: Maritime Component

Cyber Maritime
Cybersecurity Shipping

Digital security Sea transport
Malware analysis Marine industry

During this phase, 1443 papers were identified (62% from Scopus and 38% from Web
of Science).

3.2. Screening

To ensure the relevance and quality of studies included in the SLR, we established
specific eligibility criteria. Since this study involved a review of the published literature,
we did not require ethical approval. We divided the screening process into two stages:
(1) filtering, which we conducted automatically through databases, and (2) evaluation of
research questions, which three authors assessed. During the filtering stage, the author
refined search results to ensure that the selected literature met standards for broad dissemi-
nation, scientific rigor, and academic excellence. This review assessed the risk of bias in
the studies included by examining factors such as study design, sample size, and potential
conflicts of interest. The authors paid special attention to methodologies reporting maritime
cyber-attack incidents, as inconsistencies in reporting standards could affect findings. This
review also considered the influence of funding sources on study outcomes. This process
identified 116 studies that explicitly focused on cyber-attacks within the MSCN.

The requirement for English language was satisfied by 99.1% in Scopus and 99.2% in
Web of Science. Only papers published in peer-reviewed journals were included to ensure
a rigorous evaluation procedure [38]. To ensure the integrity of the research, gray literature,
including blogs, government papers, and conference proceedings, was omitted.

Applying the filtering process, 81.3% of papers from Scopus and 71.4% from Web
of Science were eliminated. In addition, 114 duplicates were eliminated. The authors
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assessed various outcomes using appropriate effect measures. In this review, the impact
was evaluated by analyzing operational disruption frequencies and comparing the relative
vulnerability of shipping companies based on their cybersecurity measures. Additionally,
qualitative insights regarding financial implications were examined, focusing on reported
losses and recovery times [39,40]. These metrics were selected based on their relevance to
the RQs and data types, providing a comprehensive understanding of cyber threats’ effects
on maritime operations to inform industry stakeholders.

The remaining papers’ titles, abstracts, and conclusions were examined to verify
whether they aligned with this study’s objectives. This process resulted in the identification
of 116 studies that explicitly focused on cyber-attacks within the MSCN.

Finally, the authors carefully reviewed the complete texts of 116 papers that suc-
cessfully passed the initial screening. To facilitate this assessment, Table 3 was used to
systematically organize the information from these papers into two main categories: gen-
eral information and information specifically relevant to addressing RQ1, RQ2, and RQ3,
as previously detailed in Section 1.

Table 3. Inclusion and exclusion criteria.

Stage Criteria Description

1. Filtering process
Language English language
Peer-reviewed Journals
Quality Q1 or Q2 by JCR 2023

2. Research Questions

Cyber-attack events
Does the paper mention cyber-attacks?

Does the paper mention historical evidence of cyber-attacks?

Risk analysis
Does the paper mention preventative solutions for cyber-attacks?

Does the paper mention mitigation solutions for cyber-attacks?

Industry 4.0
Does the paper apply any Industry 4.0-based technology?

Does the paper recommend the use of any Industry 4.0 technologies?

3.3. Included

During the final stage of the review process, the information gathered during the
eligibility step was analyzed through the qualitative synthesis of each document. The
purpose of collecting general information was to identify the key characteristics of each
study. After gathering this data, each record and report retrieved was independently
screened by four reviewers. All reviewers worked independently during the screening
process, ensuring thorough evaluation and minimizing potential bias. No automation tools
were used at any stage of this process. Therefore, each document addressed one of the RQs.
Studies considered by a reviewer to not adequately address at least one RQ were eliminated.
In cases where multiple results were available for the same outcome, the primary outcome
as defined by the study authors was prioritized. If studies presented multiple measures
or time points for the same outcome, we applied two criteria, (1) the publication date and
(2) a comparison of the results across different contexts to identify consistent patterns or
discrepancies in the outcomes related to cyber-attacks, to determine which results to collect.
This approach ensured consistency and relevance across all included studies. As a result of
this procedure, six publications were excluded, leaving a total of 110 papers to form the
basis for the analyses in this SLR. Throughout the process, general information is recorded
regarding the year of publication, journal name, author’s country, country to which the
paper is applied, keywords, and MSCN actor.

Figure 3 illustrates a bibliometric summary that contextualizes the results of the search
conducted. The visualization includes key data points, including the countries with the
highest number of publications, the most recurring themes within those publications, and
the years with the highest volume of papers. By highlighting the geographic distribution
of scholarly output, this figure underscores the global reach and collaborative nature
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of research in the field. The data were processed in Bibliometrix R® (R version 4.2.3;
Bibliometrix version 4.3.0). [41]
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In addition, the representation of recurring topics provides insight into the prevailing
areas of interest, thereby offering a focused perspective on the major research trends. The
temporal distribution of publications, on the other hand, illustrates the dynamic evolution
of scholarly attention and identifies specific periods of intensified research activity. Taken
together, this bibliometric analysis serves as a foundational reference, enabling a deeper
understanding of the subsequent sections and supporting a comprehensive interpretation
of the research landscape. This contextual layer is critical for identifying the field’s maturity
and potential gaps or emerging areas that merit further exploration.

The following sections provide a comprehensive presentation of the outcomes of this
step. The analysis was divided into two parts: descriptive statistics based on the general
information gathered from the 110 selected papers, and an in-depth examination of each
paper concerning the RQs.

4. Descriptive Statistics

This section reviews the general characteristics of the 110 selected papers and analyzes
their distribution over time and across various research domains. The data were processed
in Bibliometrix R®.

This review assessed the relevance of each paper to key stakeholders in the MSCN
by evaluating the specificity and practical value of the information provided. Figure 4
highlights the focus of studies on specific stakeholders (60% on shipping lines, 24% on port
operators, and 16% on freight forwarders), indicating that most research on cyber-attacks
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has focused on shipping lines. By identifying which stakeholders are most studied when it
comes to cyber-attacks, Figure 4 provides insight into where incidents are most reported,
which helps to address the first research question. Additionally, the cyber-attacks identified
in the MSCN are primarily relevant to shipping lines, indicating that this segment faces the
highest reported risk. Prevention and mitigation practices vary by stakeholder, with port
operators receiving a significant amount of attention, highlighting the critical role of ports
in cyber defense strategies. The focus on shipping lines and port operators suggests that
emerging technologies to counter cyber-attacks are likely to be directed at securing these
areas, reflecting the vulnerabilities highlighted in the literature.
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5. Results and Discussion

To deepen our understanding of cyber-attacks within the MSCN, we focus on ad-
dressing the three key RQs. This includes formulating a comprehensive taxonomy for
cyber-attacks in the MSCN, identifying prevalent cyber-attacks through an exhaustive
literature review, investigating Industry 4.0 technologies as potential safeguards against
cyber threats, and delineating recommended actions for both pre- and post-cyber-attack
scenarios. The results of these investigations are detailed below.

5.1. RQ1: What Cyber-Attacks in the MSCN Have Been Reported in the Academic Literature?

Our SLR identified eight primary categories of cyber-attacks that present substantial
risks to the MSCN. These types of assaults include DDoS, malware/ransomware, identity
fraud, navigation system attacks such as hijacking, spoofing, and jamming, phishing, spear
phishing, social engineering, watering holes, and brute force attacks. The following analysis
offers a comprehensive examination of each type of assault, their documented occurrences,
and a recently established classification model that effectively addresses these risks.

5.1.1. Cyber-Attacks in the MSCN

DoS/DDoS: These attacks are predominant threats in the MSCN, where attack-
ers overwhelm systems with excessive traffic, resulting in denial of access to online
services [42–44]. The threats extend from underwater sensor networks, where band-
width vulnerabilities are exploited [45,46] to IoT devices used across maritime opera-
tions [47,48]. DDoS attacks are particularly notable for their impact on port operations,
revealing vulnerabilities in cyber risk assessments [49–51]. Additionally, DDoS threats
affect maritime vessel networks, with critical implications for systems such as the AIS, in
which approximately 89% of setups are susceptible at the protocol level [52–54]. These
insights highlight the urgent need for robust cybersecurity defenses across maritime
systems to mitigate the widespread risk of DoS/DDoS attacks.

Malware, ransomware, and Trojans: Research demonstrates that these cyber risks
have a substantial influence on multiple aspects of maritime operations, including port
infrastructures and onboard systems such as SCADA. Studies have highlighted vulner-
abilities in programming logic controllers and the risks associated with insufficient an-
tivirus protection, underscoring the importance of implementing strong cybersecurity
measures [47,50,55,56]. Comprehensive strategies are essential, as evidenced by a risk
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assessment conducted in Turkey’s Marmara Region container port, which showed medium
vulnerability levels to malware attacks [49,56]. Experts argue in favor of implementing
strict security measures and global standards to protect vessel management systems and
counteract malware-induced disruptions [15,57,58]. This collective evidence underscores
the complex challenge malware poses across the MSCN, necessitating enhanced defenses
and standardized cybersecurity frameworks [42,59].

Social engineering, tampering, phishing, and spear phishing: Human vulnerabilities
are of utmost importance in maritime cybersecurity because they are exploited through
techniques such as phishing, spear phishing, and social engineering to compromise
security systems. Cybercriminals frequently employ false emails to obtain sensitive
information or lure employees into breaching security protocols through social media in-
teractions [15,35,60]. In addition, manipulating system assets such as disks and networks
has substantial dangers, especially for vital systems such as the AIS, which requires strict
data security procedures [61]. Port operators and shipping lines are particularly vulnera-
ble to these cyber-attacks, emphasizing the necessity for comprehensive cybersecurity
policies that consider human aspects to safeguard all entities within the MSCN [50,62,63].
In this paper, social engineering, tampering, phishing, and spear phishing are grouped
due to their common exploitation of human vulnerabilities. These methods manipulate
individuals to circumvent security, often through deceptive communications or insider
threats. The taxonomy underscores the importance of addressing human factors in
cybersecurity, as these vectors exploit human error, not just technical flaws. As the
industry digitizes, comprehensive defenses must include technical measures in addition
to awareness and training to effectively mitigate these risks.

Brute force, identity fraud, watering hole, and port scanning: These less commonly
acknowledged yet serious cyber dangers impact all MSCN agents. The grouping of brute
force, identity fraud, watering hole, and port scanning is based on their common goal of
exploiting system access points to gain unauthorized access or information within the
MSCN. These methods target different aspects of network security but are unified by
their focus on identifying and exploiting vulnerabilities. Brute force attacks systemati-
cally attempt different combinations of passwords, whereas identity fraud is the theft
of identities for illicit purposes [64,65]. Watering hole lures people to access malicious
websites [15], whereas port scanning detects vulnerable network endpoints [50]. It is
advisable to adopt cyber hygiene practices and utilize TCP wrappers to enhance defenses
against diverse attacks.

Hijacking, jamming, and spoofing: These critical cyber-attacks primarily affect ship-
ping companies by compromising vessel navigation systems. These methods share a focus
on compromising communication and navigation systems. The attacks disrupt or manip-
ulate critical signals that vessels rely on for safe and efficient operations. The research
outlines many strategies, such as radio frequency jamming and spoofing, that generate
deceptive signals to covertly alter the GPS or AIS systems of vessels [52,57,66]. These
approaches pose a danger to the reliability of navigation controls because spoofing tech-
niques are becoming more advanced by synchronizing with satellite signals to increase the
impact of attacks [43,50,67]. The marine industry acknowledges these as the main risks,
specifically impacting integrated bridge system elements such as AIS and GNSS, which
require a change in cybersecurity strategies [65,66,68,69]. According to risk evaluations,
different systems have varied levels of threat, with AIS having moderate risks and the
electronic chart display and information system (ECDIS) facing higher risks [61]. Efforts
to reduce these dangers involve the creation of secure authentication frameworks, such
as Auth-AIS, which utilizes cryptographic technologies to safeguard AIS broadcast mes-
sages against spoofing attacks [70]. Grouping them emphasizes their potential to disrupt
maritime traffic, navigation, and communication, which can lead to significant operational
and safety risks. This study highlights the continuous development of cyber risks and
emphasizes the necessity for strong cybersecurity solutions specifically designed to protect
maritime navigation systems.
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Table 4 summarizes the previous descriptions and presents the sources that may be
used to further investigate each cyber-attack.

Table 4. Summary of cyber-attacks identified in the literature review.

Cyber-Attack Description Example of
Historical Evidence Frequency References

DoS
/DDoS

DoS attacks overwhelm a
target with excessive traffic,

thereby impeding functionality.
Its variant, DDoS, uses

multiple devices to severely
disrupt services.

In May 2020, amid Persian
Gulf tensions, a DDoS attack
reportedly orchestrated by
Israel led to the prolonged

closure of Iran’s Shahid
Raji Port.

24 [35,42–47,49–54,57,60,
61,64,65,67,71–75].

Malware/Ransomware/Trojans

Malware harms or disables
systems. Ransomware encrypts

files, demanding a ransom,
often via malicious downloads.

Trojans, masquerading as
legitimate software, steal data

or cause damage.

In June 2017, the Petya attack
targeted Maersk’s servers in
Europe and India, encrypting

data and disrupting 17
terminals with losses

exceeding USD 200 million.

28
[15,19,35,42,44,47,49,

50,53,55–
59,65,67,69,75–85].

Social engineering/Tampering/
Phishing/Spear phishing

These methods manipulate
individuals to compromise
security. Social engineering
and tampering involve the

misuse of information.
Phishing deceives users to
disclose sensitive details

through misleading emails,
whereas spear phishing targets

specific users with tailored
messages to steal data.

From June 2011 to 2013,
hackers used social

engineering and spear
phishing to seize control of

networks at Belgium’s Port of
Antwerp, showcasing the

sophistication of cyber threats.

10 [15,35,42,44,47,50,61–
63,75].

Brute Force

This attack method involves
testing all possible passwords

or keys until the correct
password is found and

exploiting weak security to
gain unauthorized access.

In October 2018, the Port of
Vancouver was hit by a brute
force attack, and the second

such incident occurred
within a few months, during

which nearly 225,000 user
accounts were probed.

3 [15,52,65].

Identity fraud

This involves illegally obtaining
personal information to

impersonate someone and
conduct fraudulent activities,

such as unauthorized
transactions or misinformation.

In 2017, the vessel m/v
Andrej Longov/Sea Breez

1/Ayda/STS-50 committed
identity fraud in the

Southern Ocean, falsifying
its registry and generating
fake signals to appear in

nearly 100 different locations
while conducting illegal

fishing activities.

2 [15,64].

Watering hole

Targets specific groups by
planting malware on

legitimate websites visited by
the group, making detection

difficult because of the
authenticity of the site.

Historical evidence was not
presented in this reference. 2 [15,42].
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Table 4. Cont.

Cyber-Attack Description Example of
Historical Evidence Frequency References

Port scanning

Scans network ports to identify
vulnerabilities and gather
information by employing

methods such as IP
fragmentation to enhance stealth.

Historical evidence was not
presented in this reference. 1 [50].

Hijacking/Jamming/Spoofing

Hijacking involves taking
control of a ship’s systems.

Jamming disrupts
communications by interfering

with signals, while spoofing
deceives systems with false

data, compromising
navigation and safety.

In August 2017, the U.S.
Maritime Administration

reported an attack in which
the GPS of a ship in the

Russian port of
Novorossiysk indicated

incorrect localization. This
incident is believed to be a
test of a new GPS spoofing
system manipulating the
ship’s navigation signals.

26
[15,19,35,42–

44,47,50,52,57,61–
65,67–73,79,83–85].

5.1.2. Historical Evidence of Cyber-Attacks in the MSCN

To discern the recurrence of various cyber-attacks in real-world scenarios, the
authors conducted a comprehensive literature review, assembling a historical record
of reported cyber-related incidents. A total of 68 events were identified, and Figure 5
illustrates the frequency of these events over the last decade. Figure 5 illustrates the
number of cyber-attacks in the MSCN over the years, categorized by type of attack. The
categories include DoS and DDoS, malware, ransomware, Trojans, social engineering,
tampering, phishing, spear phishing, brute force, identity fraud, watering hole, port
scanning, hijacking, jamming, and spoofing. The trend shows that DoS attacks initially
appeared sporadically in 2012, 2016, and 2020, with a low frequency. However, starting
in 2023, there is a notable increase in DoS incidents, indicating a growing prevalence
of this type of attack within the MSCN. This escalation suggests that while DoS was
previously a less frequent threat, it has become a more significant issue in recent years.
In addition, the graph shows that hijacking, jamming, and spoofing incidents have been
significant in 12 of the 15 years analyzed, indicating a persistent threat in the MSCN. In
addition, the increase in social engineering, tampering, phishing, and spear phishing
attacks shows a growing trend over the period analyzed, suggesting an increasing use of
human manipulation techniques in cyber-attacks.

On the other hand, brute force incidents have remained relatively stable, with no
significant change in their percentage share from year to year. This suggests that while
brute force attacks remain a constant threat, their prevalence has not significantly increased
or decreased throughout the analysis.

The available historical cyber-attack events reveal that hijacking, jamming, and spoof-
ing attacks are the most common, followed closely by malware and ransomware. Impor-
tantly, the data suggest an increase in cyber-attacks within the maritime industry over the
last decade, despite limited records from 2021 to 2024 in the reviewed literature, as these
attacks are generally reported years after their occurrence.

As part of this investigation, the authors also collected data regarding the countries
where these cyber-attacks occurred. Figure 6 illustrates that the United States reported
the highest number of cyber-attacks, with the United Kingdom and Iran following
closely behind.

It is crucial to acknowledge that the true number of cyber-attacks in the maritime
industry is probably greater than officially reported. This is because many incidents go
unnoticed or unreported as businesses prioritize protecting their interests or preventing cus-
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tomer panic [9,86,87]. The scarcity of public resources dedicated to maritime cybersecurity
has hindered advancements in this field [68]. Moreover, the sensitivity surrounding inci-
dents, such as spear phishing attacks in ports, contributes to this underreporting, impacting
confidentiality and international economic relations [50].
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5.1.3. Taxonomy

To improve the comprehension of cyber-attacks in the MSCN, we created a classifi-
cation system using 110 research publications. This taxonomy specifically focuses on the
distinct issues faced by the maritime sector in contrast to more general cyber threats. A
taxonomy, as defined by ref. [88], systematically classifies concepts and, in this context,
categorizes cyber-attacks according to various distinct factors (Figure 7).

Information 2024, 15, x FOR PEER REVIEW 14 of 27 
 

 

AIC triad compromise: This classification focuses on threats to data availability, in-
tegrity, and confidentiality, which are essential for maintaining operational trust and se-
curity across maritime systems [49,62]. 

Affected agents: This taxonomy identifies which MSCN agents are impacted, includ-
ing freight forwarders, shipping lines, and port terminal operators, to tailor cybersecurity 
measures accordingly. 

Systems and technologies affected: This study examined the impact on navigation, 
communication, and control systems within the MSCN. Special attention is given to sys-
tems such as satellite communications and terminal operating systems, which are integral 
to all maritime actors [69,92]. 

Geopolitical impact: Cyber-attacks are categorized by their scope (local, national, or 
international), highlighting the breadth of their impact and the scale of required response 
measures [16]. 

Potential consequences: The taxonomy explores the broad consequences of attacks, 
ranging from ecological harm to financial setbacks and loss of human life, emphasizing 
the urgent requirement for strong defenses [93]. 

 
Figure 7. Cyber-attack Taxonomy for the MSCN. 

While our proposed taxonomy is customized to address the specific challenges of the 
maritime sector, we acknowledge that it is not the only possible approach for categorizing 
cyber risks. Other frameworks, such as the MITRE ATT&CK framework, focus primarily 
on attack techniques and the specific tactics and procedures used by attackers. This frame-
work provides a valuable and technical breakdown of the methods used in cyber-attacks, 
offering deep insights into specific tactics [94]. However, it does not fully address the 
multi-dimensional risks in the MSCN, such as geopolitical considerations and the opera-
tional impacts on maritime agents. 

Incident-based taxonomies, such as the one presented in ref. [7], provide insights into 
real-world cyber-attacks affecting onboard systems, ports, and communication infrastruc-
tures, offering a historical perspective by categorizing incidents based on the system af-
fected. Similarly, the work in ref. [50] focuses on technological vulnerabilities that are in-
tegrated into technologies in the maritime sector, highlighting technical risks. However, 
both approaches share common limitations: they fail to capture the broader geopolitical 
dimensions, hacker group motivations, and global consequences of cyber-risks—key ele-
ments necessary for understanding and mitigating the full scope of risks in the MSCN. 

Figure 7. Cyber-attack Taxonomy for the MSCN.

Our taxonomy includes seven key factors: (1) the hacker group, (2) the type of
attack, (3) compromised elements of the availability, integrity, and confidentiality (AIC)
triad, (4) the affected MSCN agent, (5) systems and technologies affected, (6) geopolitical
impact, and (7) potential consequences. Each factor aids in understanding the nuances
of cyber-attacks specific to the maritime industry.

Hacker group: Research identifies a range of potential adversaries, including criminals,
terrorists, hacktivists, competitors, and state actors, each with distinct motivations, ranging
from financial gain to geopolitical influence [7,89].

Type of attack: Attacks vary from untargeted attacks exploiting common vulner-
abilities to targeted, sophisticated attacks aimed at specific entities within the supply
chain [90,91].

AIC triad compromise: This classification focuses on threats to data availability, in-
tegrity, and confidentiality, which are essential for maintaining operational trust and
security across maritime systems [49,62].

Affected agents: This taxonomy identifies which MSCN agents are impacted, including
freight forwarders, shipping lines, and port terminal operators, to tailor cybersecurity
measures accordingly.

Systems and technologies affected: This study examined the impact on navigation,
communication, and control systems within the MSCN. Special attention is given to systems
such as satellite communications and terminal operating systems, which are integral to all
maritime actors [69,92].

Geopolitical impact: Cyber-attacks are categorized by their scope (local, national, or
international), highlighting the breadth of their impact and the scale of required response
measures [16].



Information 2024, 15, 710 15 of 27

Potential consequences: The taxonomy explores the broad consequences of attacks,
ranging from ecological harm to financial setbacks and loss of human life, emphasizing the
urgent requirement for strong defenses [93].

While our proposed taxonomy is customized to address the specific challenges of the
maritime sector, we acknowledge that it is not the only possible approach for categorizing
cyber risks. Other frameworks, such as the MITRE ATT&CK framework, focus primarily on
attack techniques and the specific tactics and procedures used by attackers. This framework
provides a valuable and technical breakdown of the methods used in cyber-attacks, offering
deep insights into specific tactics [94]. However, it does not fully address the multi-
dimensional risks in the MSCN, such as geopolitical considerations and the operational
impacts on maritime agents.

Incident-based taxonomies, such as the one presented in ref. [7], provide insights
into real-world cyber-attacks affecting onboard systems, ports, and communication infras-
tructures, offering a historical perspective by categorizing incidents based on the system
affected. Similarly, the work in ref. [50] focuses on technological vulnerabilities that are
integrated into technologies in the maritime sector, highlighting technical risks. However,
both approaches share common limitations: they fail to capture the broader geopoliti-
cal dimensions, hacker group motivations, and global consequences of cyber-risks—key
elements necessary for understanding and mitigating the full scope of risks in the MSCN.

In addition to comparing our taxonomy with alternative classification systems, it is
important to link it with established cybersecurity guidelines, such as those presented in
Table 1. As detailed in Section 2.2, the NIST cybersecurity framework outlines five core
functions (identify, protect, detect, respond, and recover), which serve as the foundation
for mitigating cybersecurity risks. Our taxonomy directly supports these functions by
offering a detailed method for identifying and classifying the specific risks associated with
cyber-attacks in the maritime sector.

For example, the categorization of hacker groups and attack types in our taxonomy
aligns with the identify function of NIST, helping stakeholders understand who might be
targeting their systems and what methods they might use. Similarly, the focus on systems
and technologies affected and the AIC triad helps maritime agents develop targeted protect
and detect strategies. The inclusion of geopolitical impact and potential consequences
provides insights into how maritime stakeholders should respond and recover from cyber-
attacks, especially when dealing with nation-state actors or attacks that have broader
geopolitical ramifications.

The IMO guidelines, particularly IMO Resolution MSC.428(98), also emphasize the
importance of cyber risk management within the safety management systems of maritime
organizations. The five functional elements of the IMO’s cyber risk management strategy
(identify, protect, detect, respond, and recover) are aligned with the NIST framework and
further supported by our taxonomy, which breaks down the risk landscape into specific,
actionable categories. By mapping cyber risks across factors such as compromised systems,
maritime agents impacted, and global consequences, our taxonomy provides a detailed
tool for applying the IMO’s guidelines in real-world maritime cybersecurity scenarios.

5.2. RQ2: What Preventive and Mitigating Practices for Cyber-Attacks in the MSCN Are Reported
in the Literature?

The impact of cyber-attacks on MSCN agents has led to several studies identifying
effective prevention and mitigation practices. This literature review identifies 18 practices,
which are classified into three sections according to the framework developed by ref. [95]:
managing information security, informing security policy, and raising cybersecurity aware-
ness and training. Mitigation practices aim to decrease the likelihood of cyber risks before
incidents occur, whereas contingency practices focus on minimizing the repercussions after
an event has taken place [96].
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5.2.1. Practices to Manage Information Security

Nine significant practices were identified during the review of information security
management practices in the MSCN. Table 5 presents a concise summary of these practices,
and we provide further explanations for each below:

Risk Management Tools: Techniques such as those developed by ref. [97,98] use opacity
and dual-layer mechanisms to protect ship information systems. The authors of ref. [99]
introduced MITIGATE, a risk management methodology that facilitates collaboration
between maritime industry actors and scientists in detecting potential attack paths under
specific conditions. The authors of ref. [94] adapted the FMECA and the MITRE ATT&CK
framework to assess risks in marine systems, particularly for an inertial navigation system
(INS), identifying numerous risks associated with different components.

Programming digital tools to guarantee cybersecurity during the use of the IoT: In
the programming field, academics have emphasized the need for creating specialized
computational tools that can effectively integrate the IoT into the MSCN. For instance,
ref. [100] proposed a physically unclonable function for mutual authentication between
mobile users and IoT devices via a cloud gateway. The authors of ref. [47] developed
a security-by-design algorithm for the IoT in port vehicle transport supply chains. Ad-
ditionally, ref. [101] designed a network attack detection system to defend against DoS
attacks, whereas ref. [63,102] advanced the cyber-ship-IoT framework, with a particular
emphasis on automated cyber-attack mitigation and network-level defense for ship
communication networks.

Detection-blocking techniques: The authors of ref. [53] developed an encryption
algorithm for ship propulsion systems to ensure that access is limited to authorized
systems. The authors of ref. [103] developed an algorithm for detecting anomalies in Na-
tional Marine Electronics Association (NMEA) signals used in maritime communications.
The authors of ref. [104] improved communication within vehicles by implementing
cryptographic techniques, whereas ref. [70] presented Auth-AIS, a secure protocol for
AIS communication. On the other hand, ref. [105] supported the adoption of blockchain
technology in Latin American ports, suggesting the implementation of the CrowdBC
framework to integrate cyber-technological, social, and cognitive components to enhance
the efficiency of port operations.

Multi-factor authentication: To enhance email security in marine supply chains, it
is crucial to implement strong passwords and multi-factor authentication [97], which are
essential for preventing security breaches given the interrelated nature of enterprises [99].
Additionally, the importance of antivirus solutions in protecting maritime industry soft-
ware has been highlighted [83,106]. The authors of ref. [107] developed a framework for
conducting software security testing in naval combat systems, covering various system
components to enhance cybersecurity measures for complex weapons systems.

Physical barriers, advanced antivirus solutions, and control access communication
in port interfaces: Implementing physical barriers in control systems for ports and ves-
sels is essential to enhance cybersecurity [35,57,61]. These measures effectively reduce
cyber-physical attacks by utilizing intelligent sensors to regulate access to communication
interfaces at the ports.

Radio frequency identification (RFID) technology management: Efficient management
of RFID technologies is critical for protecting the personal information of watchkeeping
officers and captains [92]. A detailed assessment of shipboard systems identifies potential
vulnerabilities, improving security measures and reducing the risk of cyber-attacks on AIS
systems [52].

Use of virtual private networks (VPNs): The use of VPNs, hard disk drive encryption,
and intrusion detection systems are advocated to bolster maritime cybersecurity [108]. The
authors of ref. [25] discussed the specific challenges and solutions for implementing these
technologies in maritime environments, emphasizing the need for tailored solutions to
overcome the limited bandwidth and intermittent connectivity.
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Table 5. Practices for managing information security.

Best Practices Mitigation Contingency MSCN Actor Frequency References

Develop computational tools for
risk management X X All actors 30

[11,13,15,43,51,56,57,61,
65,66,71,74,76,77,79,82,
85,92,96–99,109–116].

Program digital tools to ensure
IoT cybersecurity X X All actors 13 [43,46–48,52,54,63,99,

100,102,117–119].

Program digital tools to ensure
IoT cybersecurity X X All actors 13 [43,46–48,52,54,63,99,

100,102,116–118].

Implement detection–blocking
techniques to restrict network
access to authorized systems

X X Shipping line 13 [48,53,57,61,73,75,102,
107,108,120–123].

Secure email accounts with
strong passwords and
multi-factor authentication

X All actors 4 [81,83,97,99].

Install physical barriers, surveillance
cameras, and rapid-response alarms
in control rooms

X Shipping line,
Port operators 6 [28,35,57,84,109,124].

Deploy advanced intrusion
detection systems and
antivirus software

X All actors 6 [25,35,105,125–127].

Monitor, control, or block access to
communication interface port(s) X Port operators 2 [57,104].

Manage RFID usage to protect the
personal data of watchkeeping
officers and captains

X Shipping line 5 [59,70,72,92,128].

Use VPNs on remote
working laptops X All actors 2 [25,107].

5.2.2. Practices Towards an Information Security Policy

The literature suggests various practices for an information security policy in the
MSCN, as presented in Table 6.

Collaboration between agents in the MSCN: The literature underscores the importance
of cooperation among MSCN stakeholders to improve cybersecurity capabilities. Effective
collaboration involves the exchange of crucial information, including the documentation of
cyber-attacks, strategies for mitigating them, and instruments for managing cyber risk. The
studies conducted by [23,121] emphasized the effectiveness of collaborative workshops and
shared platforms in enhancing collective cyber resilience in the maritime sector, particularly
during periods of new regulatory changes and crises, such as COVID-19. On the other
hand, de la Peña [15,129] highlights the crucial role of collaborative data-sharing platforms
in effectively combating cyber-attacks within the MSCN.

Collaboration between international MSCN stakeholders: International partnerships
are crucial, particularly among countries that share similar risk perceptions, to avoid
the misallocation of resources and the amplification of incidents, as noted by [62,89].
Nevertheless, differences in risk profiles may limit the effectiveness of such alliances,
underscoring the need for collaboration between countries that possess similar capabilities
and perspectives on cybersecurity threats [57,128].

Integration of clear and acceptable cybersecurity practices: The standardization of
cybersecurity practices within the MSCN is urgently required. Although frameworks such
as ISO/EIC 27.001 and NIST recommendations already exist, there are still difficulties
in obtaining complete standardization. Establishing partnerships between maritime and
scientific communities is essential for advancing cybersecurity. These collaborations focus
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on training personnel, developing new techniques to mitigate risks, and creating tools to
detect vulnerabilities [21,22,57,75].

Establishing a certification authority for maritime mobile service identity (MMSI)
pseudonyms: To protect the identities of ships, there is a proposal to use pseudonyms for
MMSI, overseen by a certification authority. This approach would enhance privacy and
security by preventing unauthorized access to sensitive information about ship movements
and cargo, which have been previously targeted by hackers. The certification authority
is responsible for the distribution of public keys to guarantee secure communication and
verify identities [52,130].

Table 6. Practices for an information security policy.

Best Practices Mitigation Contingency MSCN Actor Frequency references

Collaborate among MSCN
agents to share protocols and
reduce cyber-attack impacts

X X All actors 6 [15,23,62,76,109,128].

Foster international collaboration
among maritime stakeholders
with aligned risk perceptions

X X All actors 9 [23,51,57,62,73,80,84,89,128].

Integrate standardized, clear
cybersecurity practices X All actors 15 [22,28,44,49,61,66,73,75,77,83,

109,116,128,130,131]

Establish a certification
authority to oversee the creation
of pseudonyms for ship MMSI
to protect identities

X Shipping line 2 [52,129].

5.2.3. Practices to Raise Awareness and Training on Cybersecurity

The literature review revealed five crucial practices for cybersecurity awareness and
training within the MSCN, as summarized in Table 7.

Table 7. Practices to raise awareness of cybersecurity.

Best Practices Mitigation Contingency MSCN Actor Frequency References

Develop training courses and
platforms to enhance operator
knowledge in technology and
attack prevention

X X All actors 18
[3,15,25,28,35,44,53,
60,69,93,99,110,121,

129,132–134].

Create a risk assessment library to
share mitigating measures and
risk experiences

X All actors 2 [13,117].

Define a common glossary of
cyber terms to ensure clarity and
precision in communication

X All actors 3 [10,69,121].

Introduce a ‘port cyber resilience
officer’ role to enforce cybersecurity
awareness in and around ports

X Port operators 1 [129].

Regular apply cyber
hygiene practices X Forwarder,

Port operators 5 [25,69,76,129,135].

Development of training platforms: A common approach is to establish extensive
training programs for MSCN workers. This involves developing specialized courses and
training platforms to boost the technical knowledge of MSCN staff, addressing weaknesses
in their ability to respond to cyber-attacks. Recent cyber incidents have highlighted the im-
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portance of structured security awareness training as they have exposed the shortcomings
of many personnel in properly dealing with such threats [93,132].

Risk assessment library: Establishing a risk assessment library is essential for exchang-
ing information about the identified risks and sharing strategies to mitigate them. The
objective of this program is to reduce knowledge gaps, specifically among crew members
aboard, by creating a centralized repository of clearly defined cyber-attack vectors and
prevention strategies. This approach helps minimize unintentional vulnerabilities caused
by inadequately informed staff [129].

Common glossary of cyber terms: The creation of a common glossary specifically
designed for the maritime environment is essential for eliminating communication inac-
curacies and ambiguities. Using a common set of terms improves comprehension among
professionals with different backgrounds, promoting a unified approach to managing
cybersecurity threats across the maritime industry [10,69].

Port cyber resilience officer: A proposal was made to enhance cybersecurity super-
vision in ports by introducing a dedicated ‘port cyber resilience officer’. This position is
dedicated to promoting and enforcing a thorough understanding of cybersecurity among all
individuals associated with the port, acknowledging that the duty to maintain cybersecurity
goes beyond that of any single individual [129].

Regular application of cyber hygiene: Encouraging consistent adherence to cyber
hygiene standards is an essential approach to decreasing the occurrence of cyber-attacks.
Cyber hygiene involves performing regular tasks, such as utilizing robust passwords,
often updating operating systems, implementing multi-factor authentication, safeguard-
ing satellite connections, and creating backups of data. These practices improve the
general well-being of systems and strengthen online security throughout the organiza-
tion [25,69,129].

5.3. RQ3: What Emerging Technologies Address Cyber-Attacks in the MSCN?

During the SLR, the authors identified various emerging technologies used by MSCN
agents to mitigate or prevent cyber-attacks. This section is divided into two parts: the first
covers Industry 4.0 technologies already in use within the MSCN, while the second part
explores newer trends that show significant potential for future applications in the MSCN.

5.3.1. Industry 4.0 Technologies in Maritime Cybersecurity

The core principles of Industry 4.0—interconnectivity, automation, real-time data
processing, and systems integration—fundamentally change how MSCN stakeholders
address cybersecurity threats. These principles enable more adaptive, predictive, and
responsive defenses, which are particularly valuable in the maritime sector. Given the
complex and interconnected nature of maritime logistics, the ability to process vast amounts
of data in real-time and integrate systems across diverse stakeholders is critical. This
enables more effective identification and mitigation of cyber-attacks, ultimately improving
the resilience of the entire supply chain (Figure 8).

Cloud computing, which is essential in modern e-navigation systems, faces chal-
lenges such as securing data transfers despite advancements such as Hamburg Port’s
implementation of cloud-based smart seaport logistics [136]. According to authors of
ref. [134], the use of onboard cloud computing has the potential to offer numerous bene-
fits, including improved data accessibility and improved ship navigation through the
integration of mobile devices.

IoT technology, recognized for its ability to improve productivity in the maritime
industry, also poses substantial cybersecurity threats. Programming protocols for secure
data transmission and emphasizing interoperability are vital [100,134]. However, the high
cost of IoT implementation and the escalating threat landscape highlight the need for robust
cybersecurity measures [47,137].

Big Data is a pivotal Industry 4.0 technology in the maritime sector that facilitates
comprehensive analyses for estimating accident risks, determining voyage durations, and
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reducing ship carbon emissions [137]. A notable application was demonstrated by ref. [103],
who conducted an extensive analysis of navigational NMEA messages that were supported
by all GPS manufacturers and carried data from various sensors. This analysis leveraged
a large volume of maritime data for deep insights and enhanced the standardization and
reliability of maritime communications. The authors of ref. [138] noted the evolution of
NMEA standards, which regulate the structure and method of message exchange between
devices, thus enhancing the data exchange framework in the maritime industry.
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AI and VR are rapidly becoming revolutionary technologies in the maritime industry.
AI applications play a vital role in detecting cyber vulnerabilities and improving security
measures. Illustrative instances encompass AI algorithms designed to identify patterns of
hacking and deep learning systems employed to forecast land transport behavior, showcas-
ing AI’s versatility in operational and security contexts [59,137]. Meanwhile, VR technology,
used in training and simulation, offers substantial benefits in preparing maritime staff for
emergency scenarios and in improving decision-making processes. An example of this can
be seen in the simulation lab of the University of São Paulo, where maneuvers in restricted
waters were analyzed [139].

Collectively, these Industry 4.0 technologies are instrumental in advancing cyberse-
curity measures within the MSCN, supporting a comprehensive strategy for cyber risk
prevention and mitigation aligned with the goals of Industry 4.0 integration in the maritime
domain [140,141].

5.3.2. Future Trends in Maritime Cybersecurity

As maritime cybersecurity evolves, generative AI and large language models (LLMs)
are emerging as transformative technologies capable of addressing various cyber-attacks,
from social engineering to data integrity threats. Unlike traditional Industry 4.0 technolo-
gies, which focus on improving operational efficiency, generative AI and LLMs offer new
capabilities for automating attack detection, generating adaptive defenses, and responding
to increasingly sophisticated threats.

For example, authors of ref. [142] discusses the role of LLMs in creating adaptive
cybersecurity systems that can detect anomalous traffic patterns and mitigate DoS/DDoS
attacks in real-time. By leveraging the pattern recognition and reasoning capabilities of
LLMs, these systems can identify subtle variations in network activity, enabling them
to prevent service disruptions more effectively than traditional methods. Additionally,
in ref. [143], the authors demonstrate how model-based attack detection and mitigation
techniques can be applied to protect against data integrity attacks such as malware and
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ransomware. These AI-driven models allow for early detection and intervention, and
when integrated into vessel and port operations, they offer the potential for real-time threat
detection, significantly improving the speed and accuracy of defensive measures.

In the context of autonomous vessels and unmanned surface vehicles (USVs), gener-
ative AI is opening new possibilities for secure navigation and monitoring. The authors
of ref. [144] highlight how machine learning methods, specifically generative adversarial
imitation learning (GAIL), can be applied to prevent spoofing, jamming, and hijacking
attacks. By learning from expert navigation patterns, these AI-driven systems can adapt to
changing environments and detect unusual behavior in real-time, enhancing the security of
autonomous maritime operations. Furthermore, authors of ref. [145] explores the applica-
tion of generative AI and ship design, showing how early integration of risk assessments
and security features during the design phase can reduce vulnerabilities. This approach
improves the overall resilience of vessels by embedding cybersecurity measures directly
into the design process, offering long-term protection against potential threats.

Finally, generative AI also plays a pivotal role in defending against social engineering
attacks, such as phishing and spear phishing. The authors of ref. [146] examine how
AI-generated content can be exploited to create highly convincing phishing campaigns,
increasing the likelihood of maritime personnel being deceived. However, these same
technologies can also be used defensively. By analyzing communication patterns and
identifying deceptive content in real-time, natural language processing (NLP) models can
detect phishing attempts and prevent identity fraud. The authors of ref. [147] further
support this by demonstrating how generative AI can mimic human communication styles,
making phishing attacks more difficult to detect. In response, NLP models trained in
malicious communication patterns can serve as critical tools for protecting the MSCN from
increasingly sophisticated social engineering attacks.

6. Conclusions

Analyzing cyber-attacks within the MSCN is critical due to the sector’s unique op-
erational dynamics and reliance on interconnected logistics. Unlike other industries, the
MSCN operates in an environment where vulnerabilities can propagate rapidly among
stakeholders such as shipping companies, port authorities, and logistics providers. This
interdependence increases the risk of systemic failures, making the consequences of cyber-
attacks particularly severe. The MSCN also faces unique challenges, including outdated
legacy systems, varying levels of cybersecurity maturity among stakeholders, and complex
regulatory frameworks. Understanding these factors is essential to developing tailored
cybersecurity strategies that address specific maritime risks. By focusing on cyber threats
within the MSCN, we can gain valuable insights into critical assets and unique threat
vectors. This specialized analysis allows us to establish best practices that consider the
sector’s regulatory environment, enabling stakeholders to implement targeted defenses
and response protocols.

While our taxonomy provides a comprehensive framework for classifying cyber risks
in the MSCN, we recognize that it is not the only available option. Other frameworks, such
as MITRE ATT&CK and incident-based taxonomies, focus on attack techniques or historical
data but do not fully capture the multi-dimensional risks specific to the maritime context.
Moreover, existing cybersecurity standards, such as the NIST cybersecurity framework or
IMO guidelines, provide valuable guidelines for cyber risk management, but our taxonomy
adds further granularity by incorporating factors such as geopolitical impact and the
motivations of hacker groups, which are critical for assessing cyber risks in a globalized
maritime industry.

The findings underscore the critical need for heightened cybersecurity awareness and
collaborative efforts among MSCN stakeholders and the scientific community. Shared
knowledge, innovative protocols, and novel solutions are pivotal strategies for reducing the
frequency and impact of cyber-attacks. Notably, this study emphasizes the often-overlooked
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human factor in MSCN cybersecurity, elevating training programs for personnel to the
forefront of the recommended practices.

In general terms, MSCN agents should prioritize countering distributed denial of
service (DoS/DDoS) and malware, supported by evidence from this literature review.
Shipping lines are advised to focus on safeguarding themselves against hijacking, spoofing,
and jamming.

To support cyber risk identification, the proposed taxonomy categorizes each cyber-
attack under seven characteristics: hacker group, type of attack, compromised element of
the AIC triad, affected MSCN agent, systems and technologies affected, geopolitical impact,
and potential consequences. This multi-dimensional approach provides a structured means
for understanding the complex risks faced by the maritime sector.

The authors acknowledge the limitation of relying solely on journal-reported cyber-
attacks, recognizing the existence of unregistered events. Future research could benefit
from inclusive surveys that capture the cyber risk perceptions of major industry players,
offering a broader perspective.

Finally, it is imperative to note that our methodology, reliant on past publications,
introduces an inherent time lag due to the publication process. As the cybersecurity land-
scape evolves rapidly, readers are urged to consider this temporal aspect. To supplement
insights from historical publications, we encourage future researchers to explore real-time
data and industry reports and engage directly with stakeholders. This dynamic approach
ensures up-to-date comprehension of the ever-evolving cyber-attack panorama within the
MSCN, especially as generative AI and LLMs continue to reshape the threat landscape.

Author Contributions: Conceptualization, M.V.C.M.; methodology, M.V.C.M., C.E.P.-R. and F.J.G.C.;
validation: M.V.C.M., C.E.P.-R. and F.J.G.C.; writing-original draft preparation, M.V.C.M.; writing-
review and editing, C.E.P.-R. and F.J.G.C. All authors have read and agreed to the published version
of the manuscript.

Funding: This research received no external funding.

Conflicts of Interest: The authors declare that they have no known competing financial interests or
personal relationships that could have influenced the work reported in this study.

References
1. Canepa, M.; Ballini, F.; Dalaklis, D.; Vakili, S.; Colmenares Hernandez, L.M. CR CyberMar as a solution path towards Cybersecurity

soundness in maritime logistics domain. Trans. Marit. Sci. 2021, 10, 147–153. [CrossRef]
2. Valentin, L. What Is the Maritime Supply Chain? SINAY Maritime Data Solution: Caen, France, 2022.
3. Senarak, C. Cybersecurity knowledge and skills for port facility security officers of international seaports: Perspectives of IT and

security personnel. Asian J. Shipp. Logist. 2021, 37, 345–360. [CrossRef]
4. Kanwal, K.; Shi, W.; Kontovas, C.; Yang, Z.; Chang, C.H. Maritime cybersecurity: Are onboard systems ready? Marit. Policy

Manag. 2024, 51, 484–502. [CrossRef] [PubMed]
5. Alop, A. The main challenges and barriers to the successful “smart shipping”. TransNav Int. J. Mar. Navig. Saf. Sea Transp. 2019,

13, 521–528. [CrossRef]
6. Hemminghaus, C.; Bauer, J.; Padilla, E. BRAT: A BRidge attack tool for cyber security assessments of maritime systems. TransNav

Int. J. Mar. Navig. Saf. Sea Transp. 2021, 15, 35–44. [CrossRef]
7. Meland, P.H.; Bernsmed, K.; Wille, E.; Rødseth, Ø.J.; Nesheim, D.A. A retrospective analysis of maritime cyber security incidents.

TransNav Int. J. Mar. Navig. Saf. Sea Transp. 2021, 15, 519–530. [CrossRef]
8. Lloyd’s Register. Building Resilience Against New Risks—Cyber Security for an Era of Innovation; Lloyd’s Register: London, UK, 2018.
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