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ABSTRACT

This systematic literature review examines the operational and
organizational impacts of Industry 4.0 technologies on smart factories,
drawing on insights from 120 peer-reviewed articles published
between 2010 and 2024. The study follows the PRISMA guidelines to Accepted: October 25, 2024
ensure a transparent and rigorous review process, focusing on the key Published: October 27, 2024
enablers of smart manufacturing, including cyber-physical systems
(CPS), the Internet of Things (loT), big data analytics, artificial
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intelligence (Al), and machine learning (ML). The findings reveal that
smart factories offer significant benefits, including enhanced Shaharima Juthi
flexibility and customization, predictive maintenance that reduces
downtime by up to 50%, and improved supply chain integration Master of Science in Management
through real-time data sharing. Big data analytics plays a crucial role Information Systems, College of Business,

in optimizing operations by allowing factories to perform continuous Lamar University, Texas, USA

real-time adjustments, improving efficiency and reducing resource
waste. The review also highlights the evolving role of the workforce,
with a growing need for technical skills and increased human-
machine collaboration in smart manufacturing environments. d°10.69593/ajbais.v4i04.131
However, challenges such as interoperability, cybersecurity, and the
economic feasibility of large-scale smart factory implementations
remain underexplored in the literature. Emerging technologies like
blockchain and 5G offer promising solutions, but further research is
required to assess their full potential. Overall, this review provides a
comprehensive understanding of the current state of smart factory
technologies and outlines key areas for future research, particularly
in addressing gaps related to standards, workforce adaptation, and
security concerns.
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1 Introduction

The manufacturing industry has undergone numerous
transformations over the centuries, from mechanization
during the Industrial Revolution to the adoption of
automation and digitization in recent decades (Bogers et
al., 2016). The term “Industry 4.0,” first coined in
Germany in 2011, signifies the fourth industrial
revolution and marks a major shift towards smart
manufacturing environments driven by cyber-physical
systems (CPS), the Internet of Things (loT), and
artificial intelligence (Al) (Chen et al., 2014). This
revolution aims to enhance manufacturing efficiency
and flexibility by embedding intelligence into
manufacturing processes through interconnected
machines and real-time data analytics (Benkamoun et
al., 2014). The smart factory, a core component of
Industry 4.0, integrates CPS with cloud computing, edge
computing, and advanced robotics to create intelligent,
self-optimizing systems that respond dynamically to
operational changes (Krzywdzinski, 2017). The
evolution of manufacturing technologies began with
Industry 1.0, characterized by the introduction of steam-
powered machinery in the late 18th century (McAfee &
Brynjolfsson, 2012). This laid the groundwork for mass
production in Industry 2.0, when assembly lines and
electricity significantly improved productivity during
the late 19th and early 20th centuries (Chovancovaetal.,
2018). Industry 3.0, starting in the 1960s, saw the
incorporation of computers and programmable logic
controllers (PLCs), which automated various production
tasks and increased precision (Ahokangas et al., 2014).
However, these previous revolutions were limited by the
hierarchical and isolated nature of industrial systems,
with human intervention still required at various stages
of production. In contrast, Industry 4.0 technologies
create fully autonomous systems that not only execute
tasks but also analyze data and make real-time decisions
to improve overall system performance (Mitra et al.,
2018).

The concept of the smart factory has gained traction due
to advancements in connectivity and computational
power, enabling machines to communicate and
collaborate seamlessly across networks. The integration
of 10T allows devices to collect and exchange data
autonomously, while Al and machine learning
algorithms process this data to optimize processes,
predict failures, and improve product quality (Bartosik-

Purgat & Ratajczak-Mrozek, 2018). Furthermore, cloud
computing enables scalable data storage and real-time
analytics, empowering manufacturers to harness
insights from big data and drive continuous
improvements in efficiency and flexibility (McAfee &
Brynjolfsson, 2012). Edge computing, another critical
element, ensures low-latency responses by processing
data closer to the source, thereby enhancing the
performance of real-time applications within the smart
factory ecosystem (Alshamaila et al., 2013).

Despite the potential of Industry 4.0 technologies, their
implementation presents several challenges. One key
issue is interoperability—the ability of different
machines, devices, and systems to communicate and
collaborate effectively, regardless of manufacturer or
protocol (Hosseini et al., 2019). Standardization across
devices is necessary to avoid compatibility issues and
ensure smooth data flow throughout the factory.
Additionally, security concerns arise as the increased
connectivity between systems makes them more
vulnerable to cyberattacks (Wan, Tang, Yan, et al.,
2016). Furthermore, there is the issue of workforce
adaptability. The shift from traditional to smart
manufacturing requires reskilling employees to work
alongside new technologies such as Al and robaotics (Dai
et al., 2015). The success of smart factory initiatives
hinges not only on technological innovation but also on
organizational readiness and the ability to manage such
transformative change (Alshamaila et al., 2013). The
shift toward smart factories represents a fundamental
change in the way production systems operate. As
manufacturing systems evolve, the role of humans
within these systems is also being redefined. In the smart
factory, operators are no longer solely responsible for
manual tasks but act as decision-makers and problem-
solvers who interact with advanced technologies to
oversee the production process (Gershenfeld &
Euchner, 2015). The growing importance of human-
machine collaboration emphasizes the need for
manufacturers to cultivate a workforce equipped with
both technical skills and the ability to adapt to an
increasingly automated environment (Mitra et al.,
2018). Industry 4.0’s focus on real-time data processing
and intelligent systems also highlights the significance
of continuous learning and adaptation within
organizations, ensuring that they remain competitive in
a rapidly changing technological landscape.

The aim of this systematic literature review is to
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synthesize existing research on the design and
development of smart factories using Industry 4.0
technologies, focusing on the integration of cyber-
physical systems (CPS), Internet of Things (loT), big
data analytics, and artificial intelligence (Al) in digital
manufacturing environments. This paper aims to
explore the evolution of manufacturing systems and
identify the key technological advancements that enable
the transition from traditional production methods to
smart, interconnected factories. Additionally, the review
seeks to analyze the benefits and challenges associated
with implementing smart factory technologies,
particularly in terms of operational efficiency, real-time
decision-making, and predictive maintenance. The
ultimate goal is to provide a comprehensive
understanding of the current state of research in Industry
4.0 and to highlight future research opportunities that
can address existing gaps, including standardization,
interoperability, and workforce adaptation in smart
manufacturing environments.

2 Literature Review

The emergence of Industry 4.0 has significantly
transformed traditional manufacturing systems, paving
the way for smart factories that leverage advanced
technologies such as cyber-physical systems (CPS), the
Internet of Things (1oT), artificial intelligence (Al), and
big data analytics. Researchers have extensively
explored various aspects of smart factories, focusing on
their design, development, and operational efficiency.

The literature reveals that the adoption of Industry 4.0
technologies enables interconnected and intelligent
manufacturing processes, which contribute to improved
productivity,  flexibility, and  decision-making
capabilities. This section synthesizes key findings from
existing studies to provide a comprehensive
understanding of the technological, operational, and
organizational implications of smart factories in the
context of digital manufacturing.

2.1 Evolution: From Industry 1.0 to Industry 4.0

The evolution of manufacturing systems began in the
late 18th century with the advent of mechanization,
commonly referred to as Industry 1.0. During this era,
the introduction of steam engines and mechanized
equipment  revolutionized production  processes,
marking a shift from manual labor to machine-powered
operations (Wang, Wan, Imran, et al., 2016). This period
laid the foundation for mass production, enabling
increased output and efficiency. The subsequent
development of electricity and assembly lines in the
early 20th century gave rise to Industry 2.0, where mass
production methods became standardized, significantly
enhancing manufacturing efficiency and reducing costs
(Kergroach, 2017). During this phase, advancements in
conveyor belt technology and the division of labor
reshaped industries like textiles and automotive
manufacturing (Liao et al., 2017).

Industry 3.0, which emerged in the 1960s, saw the
incorporation of electronics and information technology
into production systems, marking a pivotal shift towards

Figure 1: Evolution of Manufacturing Systems: From Industry 1.0 to Industry 4.0
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automation. The introduction of programmable logic
controllers (PLCs) and robotics played a crucial role in
reducing human intervention in repetitive tasks,
enhancing both precision and speed (Barata et al., 2018).
This era was characterized by the widespread adoption
of computer-aided manufacturing (CAM) and
computer-integrated manufacturing (CIM) systems,
enabling manufacturers to achieve higher levels of
accuracy and quality (Frank et al., 2019). However,
despite these technological advancements, Industry 3.0
was limited by the fragmented and isolated nature of
industrial systems, as these technologies lacked the
interconnectedness needed for real-time data sharing
and decision-making (Liao et al., 2017).

In contrast, Industry 4.0, which began gaining traction
in the 2010s, introduced the concept of smart factories,
where cyber-physical systems (CPS), the Internet of
Things (loT), and big data analytics enable
interconnected and  intelligent  manufacturing
environments (Kergroach, 2017). A key feature of
Industry 4.0 is the seamless integration of physical and
digital systems, allowing machines and devices to
communicate autonomously and make real-time
decisions based on data insights (Wang, Wan, Zhang, et

al., 2016). This paradigm shift has transformed
traditional manufacturing by enabling predictive
maintenance, real-time quality monitoring, and adaptive
production processes, resulting in increased flexibility
and efficiency (Chovancova et al., 2018). The ongoing
advancements in artificial intelligence (Al) and machine
learning (ML) have further enhanced the capabilities of
smart factories by enabling intelligent systems to self-
optimize and predict potential failures (Birkel et al.,
2019). Despite the numerous benefits, the transition to
Industry 4.0 presents several challenges, including the
need for standardization, interoperability, and
cybersecurity measures (Yin et al., 2017). Researchers
have highlighted that the increased connectivity
between systems introduces potential vulnerabilities to
cyberattacks, necessitating robust data security
frameworks (Chiarello et al., 2018). Additionally, the
shift towards autonomous and data-driven systems
requires a workforce equipped with technical skills to
operate and maintain these advanced technologies
(Mdiller et al., 2018). As the evolution of manufacturing
continues, it is evident that the integration of emerging
technologies such as 5G, blockchain, and advanced
robotics will further shape the future of Industry 4.0,

Figure 2: Key Enablers of Smart Factories in Industry 4.0
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creating new opportunities and challenges for
manufacturers worldwide (Kinzel, 2017).

2.2 Key Enablers of Smart Factories in Industry 4.0

One of the foundational technologies driving the
development of smart factories in Industry 4.0 is Cyber-
Physical Systems (CPS). CPS integrates physical
processes with computational systems, enabling real-
time communication between machines and production
environments. CPS creates a dynamic system where
embedded sensors, actuators, and controllers constantly
monitor and adjust operations to optimize productivity
and efficiency (Reischauer, 2018). Through this
interconnected network, machines can autonomously
communicate and coordinate production activities
without human intervention (Saucedo-Martinez et al.,
2017). The intelligent capabilities of CPS allow
manufacturers to shift from reactive to proactive
maintenance, reducing downtime and enhancing
operational reliability (Strange & Zucchella, 2017). The
synergy between CPS and other Industry 4.0
technologies, such as 10T and artificial intelligence (Al),
further amplifies the transformative potential of smart
factories (Sung, 2018).

The Internet of Things (loT) is another key enabler,
facilitating seamless connectivity between devices and
systems within smart factories. 10T connects machines,
sensors, and data analytics tools through wireless
networks, allowing them to exchange information
autonomously and in real-time (Kergroach, 2017). This
integration of physical and digital systems enhances
visibility into production processes, enabling real-time
monitoring, predictive analytics, and process
optimization (Wan, Yi, et al., 2016). By leveraging loT,
manufacturers can collect vast amounts of data from
factory floors and supply chains, which can be used to
improve decision-making and responsiveness (Barata et
al., 2018). Furthermore, the convergence of loT and
cloud computing enhances the scalability and flexibility
of smart factories, as data is processed and stored
remotely, allowing companies to rapidly adapt to
changing demands (Liao et al., 2017).

Another crucial enabler is the role of Artificial
Intelligence (Al) and Machine Learning (ML) in smart
manufacturing. Al-powered algorithms help to analyze
data generated by 10T devices, enabling smart factories
to predict maintenance needs, optimize production
schedules, and improve quality control (Barata et al.,
2018; Morshed et al., 2024; Yahia et al., 2024). Al's

ability to identify patterns in large datasets and make
informed decisions without human input allows for
continuous improvements in operational efficiency
(Kinzel, 2017). Machine learning, a subset of Al, further
enhances smart factories by enabling systems to learn
from historical data and refine their operations over time
(Kergroach, 2017). These intelligent systems not only
minimize human intervention but also reduce the
likelihood of human error, which can lead to costly
delays or quality issues in production (Saucedo-
Martinez et al., 2017; Shamim, 2024). Finally, the
integration of Big Data Analytics and Cloud Computing
plays a critical role in driving the data-driven decision-
making capabilities of smart factories. Big data
analytics enables manufacturers to process and analyze
massive amounts of data generated from various sources
within the factory, allowing for real-time insights into
operational performance (Li et al., 2015). This data-
driven approach enhances the ability to anticipate and
respond to challenges such as machine failures, quality
defects, and fluctuating demand (Chen et al., 2018).
Meanwhile, cloud computing provides the infrastructure
for storing and processing this vast data, offering
scalable solutions that reduce the need for on-site IT
resources (Wan, Tang, Shu, et al.,, 2016a). The
combination of big data and cloud computing enables
smart factories to achieve higher levels of operational
agility, efficiency, and responsiveness, positioning them
to thrive in the rapidly evolving manufacturing
landscape (Hermann et al., 2016).

2.3 Cyber-Physical Systems (CPS) in Smart

Manufacturing

Cyber-Physical Systems (CPS) form the backbone of
smart manufacturing, integrating physical processes
with digital systems to enable real-time interaction,
monitoring, and control. CPS architecture allows
machines to interact seamlessly with each other,
leveraging sensors and actuators that collect and analyze
data to optimize operations continuously (Liao et al.,
2017; Shahjalal et al., 2024). This integration enhances
operational efficiency and enables intelligent decision-
making in real-time, as machines can autonomously
adjust production parameters to improve throughput and
reduce waste (Wan et al., 2017). CPS-enabled systems
not only monitor machine performance but also allow
manufacturers to predict failures and preemptively
perform maintenance, significantly reducing downtime
(Kovécs & Kot, 2016). The real-time synchronization
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between physical and digital worlds is the essence of
smart manufacturing, where production systems evolve
from static to dynamic entities capable of self-
optimization (Liao et al., 2017). The convergence of
CPS with other Industry 4.0 technologies, such as the
Internet of Things (loT) and big data analytics, further
amplifies its potential in manufacturing. CPS enables
machines and devices on the factory floor to
communicate autonomously and exchange data, thus
creating a digital twin of the production environment
(Frank et al., 2019). This real-time representation of the
factory allows operators to gain insights into the
production process and detect inefficiencies before they
escalate into major issues (Buchi et al., 2020). For
example, predictive analytics integrated into CPS can
track machine conditions and predict when equipment is
likely to fail, enabling maintenance to be scheduled
without interrupting production cycles (Wan, Tang,
Shu, et al., 2016a). This level of predictive control not
only enhances the efficiency of production systems but
also reduces operational costs by minimizing
unscheduled downtime (Wang, Wan, Zhang, et al.,
2016).

CPS also facilitates flexibility and customization in
smart manufacturing. By integrating real-time data
analytics with physical systems, CPS can adapt to
changing production requirements and respond

Figure 3: Cyber-Physical Systems (CPS) in Smart
Manufacturing - Radial Diagram

Pred atenance & Failure Prevention

Data Analytics &Digital Twin

Real-Time Mopitoring & Control

Customization § Flexibility

ity & Security Challenges

dynamically to fluctuations in demand (Nandi et al.,
2024; Pan et al., 2015). This adaptability is particularly
valuable in sectors such as automotive and electronics,
where rapid product customization is critical to
maintaining competitive advantage (Chovancova et al.,

2018). Furthermore, CPS can optimize energy
consumption by adjusting machine operations to
minimize resource use during periods of low production
demand, thereby promoting sustainability in
manufacturing processes (Wan et al., 2018). The ability
of CPS to manage and balance production parameters
autonomously enables manufacturers to meet market
demands while maintaining high levels of efficiency and
resource optimization (Lee et al., 2015). Despite the
numerous advantages of CPS, its implementation
presents several challenges, especially regarding
interoperability and data security. CPS systems often
involve a variety of machines and devices from different
manufacturers, which may use incompatible protocols,
making integration across platforms difficult (Birkel et
al., 2019). This lack of standardization can hinder the
ability of CPS to function seamlessly within
heterogeneous manufacturing environments (Buchi et
al.,, 2018). Additionally, the vast amounts of data
generated by CPS systems present cybersecurity
concerns, as increased connectivity between devices
creates potential vulnerabilities to cyberattacks (Yin et
al., 2017). To address these issues, ongoing research
focuses on developing secure communication protocols
and standardized frameworks that can ensure the
interoperability and security of CPS across diverse
manufacturing systems (Chiarello et al., 2018). These
challenges, however, do not diminish the transformative
potential of CPS in smart manufacturing, as it remains a
crucial enabler of real-time optimization and innovation
in the industry (Mdiller et al., 2018).

2.4 The Internet of Things (IoT) for Enhanced
Connectivity

The Internet of Things (loT) is one of the core
technologies driving the connectivity and autonomy of
smart factories in Industry 4.0. 10T enables machines,
devices, and sensors within manufacturing systems to
communicate and coordinate with each other
autonomously (Dalenogare et al., 2018). By leveraging
10T, smart factories can collect, transmit, and analyze
data in real-time, facilitating improved decision-making
and operational efficiency (Chiarello et al., 2018). loT
technologies enable continuous monitoring of machines
and production processes, offering unprecedented
visibility into factory operations. This connectivity
allows manufacturers to optimize production schedules,
reduce downtime, and improve resource utilization
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(Mdaller et al., 2018). In essence, loT serves as the
foundation for creating interconnected production
systems capable of responding dynamically to
operational changes ((VVogel-Heuser & Hess, 2016).

One of the most significant benefits of 10T in smart
factories is the capability for real-time data exchange
and analytics. 10T devices are equipped with sensors
that collect data on various parameters, such as machine
performance, environmental conditions, and product
quality (Kinzel, 2017). This data is transmitted to
centralized cloud-based platforms or edge computing
systems, where it is analyzed to provide actionable
insights (Reischauer, 2018). For example, 10T enables
predictive maintenance by monitoring machine health
and detecting anomalies that may indicate impending
failures (Saucedo-Martinez et al., 2017). This proactive
approach  reduces unplanned downtime and
maintenance costs, ensuring that production processes
run smoothly (Strange &  Zucchella, 2017).
Additionally, real-time data exchange through loT
enhances  supply  chain  visibility,  enabling
manufacturers to coordinate with suppliers and optimize
inventory management (Sung, 2018). The use of 10T in
manufacturing also contributes to increased operational
flexibility and customization. Smart factories equipped
with 10T technologies can quickly adapt to changing

Figure 4: IoT in Smart Manufacturing - Enhanced
Connectivity

production demands and enable mass customization at
scale (Lu, 2017). loT-connected devices can adjust
production parameters based on real-time feedback
from customers or market trends, allowing
manufacturers to produce customized products without
sacrificing efficiency (Kergroach, 2017). In industries
such as automotive and electronics, where product
customization is in high demand, loT provides
manufacturers with the agility to meet customer
requirements while maintaining optimal resource
utilization (Da Xu et al., 2018). Additionally, loT
supports just-in-time production strategies, where
materials and components are delivered only when
needed, further enhancing operational efficiency (Wan,
Yi, et al., 2016). However, the widespread adoption of
10T in smart factories also presents several challenges,
particularly in terms of interoperability and security. 10T
devices are often produced by different manufacturers,
leading to potential compatibility issues when
integrating these devices within a single system (Barata
et al., 2018). The lack of standardized communication
protocols can hinder seamless data exchange between
machines and devices, limiting the full potential of 10T-
enabled connectivity (Maksimchuk & Pershina, 2017).
Moreover, as loT devices collect and transmit vast
amounts of data, smart factories become increasingly
vulnerable to cybersecurity threats (Liao et al., 2017).
loT networks are susceptible to hacking and data
breaches, which could disrupt production processes and
compromise sensitive information. To address these
concerns, researchers are focusing on developing secure
communication frameworks and encryption methods to
protect 10T data in smart manufacturing environments
(Li et al., 2015). Despite these challenges, 10T remains
a critical enabler of enhanced connectivity and
operational coordination in Industry 4.0 (Tuptuk &
Hailes, 2018).

2.5 Artificial Intelligence (AI) and Machine
Learning for Decision-Making

Artificial Intelligence (Al) and Machine Learning (ML)
play a pivotal role in enhancing decision-making
processes within smart factories, offering significant
advancements in operational efficiency, predictive
maintenance, and quality control. Al enables machines
to simulate human cognitive functions such as learning,
reasoning, and problem-solving, thereby allowing smart
factories to make data-driven decisions in real time
(Frank et al., 2019). In combination with ML
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algorithms, Al systems can analyze vast amounts of data
generated by sensors and loT devices, identifying
patterns and trends that human operators might miss
(Kovéacs & Kot, 2016). These insights can then be used
to optimize production schedules, streamline operations,
and reduce waste, leading to significant improvements
in overall factory performance (Buchi et al., 2020).
Moreover, Al-powered decision-making systems reduce
reliance on human intervention, facilitating the shift
toward autonomous manufacturing environments (Wan,
Tang, Shu, et al., 2016a).

One of the most impactful applications of Al in smart
factories is predictive maintenance, where machine
learning models are used to forecast equipment failures
and schedule maintenance activities proactively.
Predictive maintenance algorithms analyze historical
data and real-time machine performance to detect
anomalies, allowing manufacturers to address potential
issues before they lead to costly downtime or system
failures (da Silva et al., 2018). By predicting when a
machine is likely to fail, Al can schedule maintenance
tasks during non-peak hours, thus minimizing
disruptions to the production process (Wang, Wan,
Zhang, et al., 2016). Several studies have highlighted
that Al-driven predictive maintenance can reduce
downtime by as much as 50% and maintenance costs by
20% (Da Xu et al., 2018). This level of foresight,
enabled by machine learning, improves the longevity of
equipment and optimizes resource allocation, which is

critical for maintaining continuous production in a smart
factory environment (Wan, Yi, et al., 2016).

Al and ML also enhance quality control by enabling
automated systems to monitor product quality in real
time and detect defects or irregularities with high
precision. Machine learning models can be trained on
historical quality data to recognize patterns associated
with defective products, allowing smart factories to
identify quality issues at earlier stages of production
(Barataetal., 2018). This capability not only reduces the
number of defective products but also helps
manufacturers implement corrective actions faster, thus
minimizing waste and ensuring higher customer
satisfaction (Maksimchuk &  Pershina, 2017).
Additionally, Al-driven quality control systems can
continuously learn from new data, improving their
accuracy and adaptability over time (Liao et al., 2017).
This adaptability is particularly valuable in industries
where product specifications frequently change, such as
electronics and automotive manufacturing (Li et al.,
2015). Despite the considerable benefits, the integration
of Al and ML in decision-making processes presents
certain challenges. One key issue is the complexity of
implementing Al systems within existing manufacturing
infrastructures. Many factories still rely on legacy
systems that are not designed to support Al-based
decision-making (Frank et al., 2019). The integration of
Al requires significant investments in data
infrastructure, including the development of data

Figure 5: AI and ML for Decision-Making in Smart Factories
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collection, storage, and processing capabilities (Chen et
al., 2018). Furthermore, Al models are highly dependent
on data quality and volume. If the data input is
incomplete, inconsistent, or biased, Al systems may
produce inaccurate predictions and suboptimal
decisions (Buchi et al., 2020). To address these issues,
researchers are focusing on developing more robust data
management frameworks and refining machine learning
algorithms to enhance their accuracy and reliability in
smart manufacturing environments (Wan, Tang, Shu, et
al., 2016b). Nevertheless, Al and ML remain key
enablers of advanced decision-making capabilities in
Industry 4.0, driving innovation and efficiency in smart
factories.

2.6  Big Data and Cloud Computing: Driving Real-
Time Analytics in Smart Factories
The increasing complexity and volume of data

generated by smart factories have necessitated the
adoption of big data analytics to process and analyze
vast datasets in real time. In a smart factory, machines,
sensors, and devices continuously generate data related
to performance, production rates, and environmental
conditions, which big data tools analyze to provide
actionable insights (Wan, Yi, et al., 2016). By
processing large volumes of data, big data analytics
enables manufacturers to optimize their operations,
identify inefficiencies, and make data-driven decisions
that enhance productivity (Barata et al., 2018). Real-
time analytics allow factories to dynamically adjust
production parameters in response to fluctuating
demands or operational bottlenecks, improving overall
efficiency and reducing waste (Ashrafuzzaman, 2024;
Maksimchuk & Pershina, 2017; Rozony et al., 2024).
The integration of big data into smart manufacturing

systems helps achieve continuous optimization and
improves decision-making at every level of the
production process (Liao et al., 2017).

Cloud computing plays a critical role in smart
manufacturing by providing scalable data storage and
computing power. Cloud-based platforms allow
manufacturers to store vast amounts of data generated
by 10T devices and big data systems, reducing the need
for on-site storage infrastructure (Li et al., 2015). Cloud
computing enhances the flexibility and scalability of
manufacturing operations, enabling factories to expand
or reduce data processing capabilities as needed (Frank
et al., 2019). The ability to remotely access and analyze
data from multiple sources in real time allows
manufacturers to streamline operations, increase
collaboration across global supply chains, and
implement just-in-time production strategies (Chen et
al., 2018). Furthermore, cloud computing facilitates the
integration of artificial intelligence (Al) and machine
learning (ML) algorithms, which further enhance
decision-making and operational efficiency within
smart factories (Buchi et al., 2020).

While cloud computing enhances scalability and
flexibility, edge computing complements these
capabilities by reducing latency and enabling faster
decision-making. Edge computing processes data closer
to the source—such as sensors and devices on the
factory floor—rather than sending it to centralized cloud
servers (Maksimchuk & Pershina, 2017). By performing
data analytics at the edge, manufacturers can
significantly reduce latency, which is particularly
critical for time-sensitive applications like predictive
maintenance and real-time quality control (Liao et al.,
2017). In scenarios where milliseconds count, such as
automated robotics or high-speed production lines, edge

Figure 6: Big Data, Cloud Computing, and Edge Computing in Smart Factories
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computing ensures that data is processed and decisions
are made with minimal delay (Tuptuk & Hailes, 2018).
This low-latency approach enhances responsiveness and
operational reliability, making it a vital component in
smart manufacturing ecosystems (Frank et al,
2019).Moreover, despite the clear benefits, the
integration of big data, cloud computing, and edge
computing into smart factories also presents challenges,
particularly in terms of data security and
interoperability. As more data is collected and
transmitted through cloud and edge computing
platforms, smart factories become more vulnerable to
cyberattacks (Chen et al., 2018). Ensuring the secure
transfer of data between different systems, devices, and
cloud platforms is critical for maintaining the integrity
and confidentiality of sensitive information (Buchi et
al., 2020). Additionally, the lack of standardization in
data protocols and platforms can hinder seamless
interoperability between different systems (Wan, Tang,
Shu, et al., 2016a). Addressing these challenges requires
robust security frameworks and a concerted effort to
standardize communication protocols across the
industry. Nevertheless, the combination of big data,
cloud computing, and edge computing remains central
to the evolution of smart factories, driving real-time
analytics and operational optimization (Wan, Yi, et al.,
2016).

2.7  Operational and Organizational Benefits of

Smart Factories

One of the key operational benefits of smart factories is
their enhanced flexibility —and customization
capabilities. Traditional manufacturing systems are
often rigid, designed to produce large volumes of
standardized products. However, smart factories
leverage technologies like cyber-physical systems
(CPS), Internet of Things (loT), and advanced robotics
to allow for greater adaptability to changing production
requirements (Barata et al., 2018). These technologies
enable manufacturers to shift production lines

dynamically to accommodate varying customer
demands or market fluctuations, promoting mass
customization ~ without  sacrificing  efficiency
(Maksimchuk & Pershina, 2017). Studies highlight that
smart factories can adjust production parameters in real
time, enabling quick changes in product design or
specifications, which is crucial in industries such as
automotive and electronics where customization and
short product life cycles are prevalent (Liao et al., 2017).
This flexibility not only enhances operational efficiency
but also improves customer satisfaction by delivering
tailored products faster (Li et al., 2015).

Another significant advantage of smart factories is their
ability to improve productivity and reduce downtime
through predictive maintenance and autonomous
systems. Predictive maintenance, powered by big data
analytics and machine learning, allows manufacturers to
monitor machine health continuously and predict
potential failures before they occur (Frank et al., 2019).
By anticipating when equipment is likely to fail, smart
factories can schedule maintenance during non-peak
hours, minimizing unplanned downtime and
maximizing operational efficiency (Chen et al., 2018).
Research shows that predictive maintenance can reduce
equipment downtime by up to 50% and lower
maintenance costs by 20% (Buchi et al.,, 2020).
Additionally, autonomous systems in smart factories
enable machines to self-optimize and adjust production
settings without human intervention, further enhancing
productivity by minimizing bottlenecks and improving
throughput (Sah et al., 2024; Sikder et al., 2024).

Smart factories also contribute to supply chain
integration and optimization, facilitating better
coordination and efficiency through the use of
integrated data systems. loT and cloud computing
technologies enable real-time data exchange across
various supply chain nodes, allowing manufacturers to
track inventory levels, monitor supplier performance,
and forecast demand more accurately (da Silva et al.,
2018). This real-time visibility supports just-in-time

Figure 7: Operational and Organizational Benefits of Smart Factories

7/ //_/

_— - Smart Factory

" ————

~—— -

i > ,..___\\‘7
Leverages loT, CPS, Robotics /Dnven by Big Data & Al |Enabled by Cloud Computing & loT Requires Reskilling & Training ~~

[

4

Smart factories drive efficiency, customization,
and supply chain optimization, but require
significant workforce adaptability.

Vol 04 | Issue 04 | October 2024 [[EE}


https://doi.org/10.69593/ajbais.v4i04.131
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_57
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_24
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_24
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_15
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_14
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_14
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_61
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_61
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_64
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_64
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_5
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_39
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_36
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_35
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_24
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_15
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_14
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_50
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_54
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_20
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_20

DESIGN AND DEVELOPMENT OF A SMART FACTORY USING INDUSTRY 4.0 TECHNOLOGIES

(JIT) manufacturing, where materials and components
are delivered precisely when needed, reducing inventory
holding costs and minimizing waste (Barata et al.,
2018). Studies show that smart factories that incorporate
integrated supply chain systems are better equipped to
respond to disruptions or changes in demand, ensuring
smoother operations and faster delivery times (Barata et
al., 2018; Liao et al., 2017; Shamim, 2022). By
optimizing the entire production and supply chain
ecosystem, smart factories improve overall supply chain
resilience and efficiency (Begum et al., 2024; Begum &
Sumi, 2024; Li et al., 2015). Despite these operational
benefits, the transition to smart factories also brings
several organizational challenges, particularly regarding
workforce adaptability and upskilling. The integration
of advanced technologies like Al, 10T, and robotics
requires a workforce that is proficient in handling digital
tools and managing automated systems (Tuptuk &
Hailes, 2018). As smart factories shift toward higher
levels of automation, traditional manufacturing roles are
becoming obsolete, and workers need to be reskilled to
operate and collaborate with intelligent machines (Frank
etal., 2019). Studies emphasize that the success of smart
factory initiatives depends on organizations' ability to
invest in training and development programs that equip
employees with the necessary skills to thrive in this new
environment (Chen et al.,, 2018). This focus on
workforce adaptability ensures that companies can fully
capitalize on the benefits of smart factories while
maintaining a competitive edge in the evolving
manufacturing landscape (Buchi et al., 2020).

2.8 Gaps in the Literature

Despite significant advances in smart factory
technologies, there remain notable gaps in the literature,
particularly around interoperability standards. While
Industry 4.0 technologies like the Internet of Things
(1oT) and Cyber-Physical Systems (CPS) enable real-
time communication and data exchange between
machines, a lack of standardization across platforms and
devices creates interoperability challenges (Wan, Tang,
Shu, et al., 2016a). Many smart factories use equipment
from different manufacturers, often leading to
compatibility issues and difficulty integrating new
technologies into existing systems (Wang, Wan, Zhang,
etal., 2016). This lack of standardized protocols hinders
the seamless flow of data, reducing the potential benefits
of automation and digitalization. Future research should
focus on establishing universal interoperability

standards to enable smooth integration and ensure that
all devices within a smart factory can communicate
efficiently (da Silva et al., 2018).

Another critical gap is the need for further exploration
of human-machine collaboration. Although smart
factories leverage automation, machines, and artificial
intelligence (Al) to enhance decision-making and
productivity, human involvement remains essential in
many areas (Chen et al., 2018). However, little research
has been conducted on how workers can effectively
collaborate with Al systems and autonomous machines.
Studies highlight that there is a growing need for new
frameworks and models that examine how workers can
interact with intelligent systems in a way that optimizes
both human and machine capabilities (Radziwon et al.,
2014). Understanding how human workers can
seamlessly integrate into smart factory environments
will be key to ensuring that factories can fully leverage
the potential of Industry 4.0 technologies without
sacrificing workforce productivity (Guzméan et al.,
2012). Further investigation into this area is essential for
developing guidelines and practices that support
effective human-machine collaboration.

The economic impact of smart factories also remains
under-researched. While numerous studies have
examined the technological advancements driving smart
manufacturing, there is limited literature that focuses on
the broader economic effects of these technologies
(Wan, Tang, Shu, et al., 2016a). Specifically, more
research is needed to evaluate the long-term cost-benefit
analysis of implementing smart factory systems. This
includes understanding the costs associated with
transitioning from traditional to smart manufacturing, as
well as the return on investment (ROI) in terms of
increased productivity, reduced operational costs, and
enhanced flexibility (Choi, 2018). Additionally, the
effects of smart factories on employment and labor
markets require more in-depth study, particularly
regarding how automation may impact job availability
and wage structures (da Silva et al., 2018). Addressing
these gaps will provide a more comprehensive
understanding of the economic implications of Industry
4.0 and offer valuable insights to policymakers and
industry leaders.

Emerging technologies such as blockchain and 5G are
also underexplored in the context of smart
manufacturing. Blockchain technology has the potential
to enhance supply chain transparency and security by
providing a decentralized, tamper-proof record of
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transactions (Reynolds & Uygun, 2018). However,
research on the integration of blockchain within smart
factories is still in its infancy, and more studies are
needed to explore its practical applications, especially
for improving traceability and reducing fraud in
manufacturing processes (Beyer, 2014). Similarly, the
integration of 5G technologies offers the potential for
faster, more reliable communication between devices,
but the role of 5G in smart manufacturing has not been

thoroughly investigated (Wan, Tang, Shu, et al., 2016b).
Future research should explore how 5G can enhance the
connectivity of 10T devices in real time, improve data
transmission speeds, and support the high bandwidth
requirements of advanced applications like machine
learning and augmented reality (Zhang et al., 2012).
These emerging areas represent  significant
opportunities for innovation but require further study to
realize their full potential within smart factories.

Table 1: Summary of the gaps in Literature

Gap in Literature

Description

Interoperability
Standards

Human-Machine

Collaboration in smart factories.

Economic Impact

Lack of standardized protocols across platforms and devices leads to compatibility
issues, hindering seamless data exchange.

Limited research on effective human collaboration with Al and autonomous systems

Few studies focus on the broader economic effects, ROI, and labor market

implications of smart factory technologies.

Blockchain in Smart
Manufacturing

5G Technologies in
Smart Manufacturing

Research on the integration of blockchain to enhance supply chain transparency and
security is still in its early stages.

The role of 5G in improving device connectivity, real-time data exchange, and
supporting advanced applications like Al remains underexplored.

3 Method

This study followed the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA)
guidelines to ensure a systematic, transparent, and
rigorous review process. The PRISMA framework
provided a structured approach to selecting, evaluating,
and synthesizing relevant literature in the field of smart
factories and Industry 4.0 technologies.

3.1 Identification of Studies

The initial stage involved identifying relevant literature
through a comprehensive search of academic
databases, including Scopus, IEEE Xplore,
ScienceDirect, and Google Scholar. The following
keywords were used: "smart factories," "Industry 4.0,"

"cyber-physical systems," "10T in manufacturing,” "big
data analytics,” "Al in manufacturing,” and
"blockchain in Industry 4.0." Boolean operators (AND,
OR) were employed to refine the search results. A total
of 1,000 articles were identified in this phase.

3.2 Screening

After the initial identification, duplicate articles were
removed, reducing the total number of studies to 850.
The titles and abstracts of these articles were screened
to ensure relevance to the research topic. Articles that
did not focus on Industry 4.0, smart factories, or the
key enabling technologies were excluded. The
screening process further reduced the number of
studies to 350.
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3.3 Eligibility

The full-text versions of the remaining 350 articles
were retrieved for detailed evaluation. Each study was
assessed for eligibility based on the following criteria:
e Published between 2010 and 2024.
e Peer-reviewed journal articles, conference
papers, or book chapters.
o Studies focusing on smart factories, Industry
4.0 technologies, and their operational and
organizational impacts.
o Articles written in English.
Studies that did not meet these criteria were excluded.
This process resulted in 150 eligible articles for
inclusion in the final review.

3.4  Data Extraction

Data from the 150 eligible studies were extracted and
organized using a standardized data extraction form.
The following information was recorded for each
study:
o Author(s) and publication year
o Title and journal/conference details
e Study objectives and research questions
e Methodology employed (e.g., case studies,
experiments, surveys)
o Key findings related to smart factories and
Industry 4.0 technologies
e Limitations and future research directions
The data extraction process ensured consistency and
accuracy across all reviewed studies

Figure 8: PRISMA Method Adapted for this Study
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4  Findings

The review of 120 articles revealed that the
implementation of smart factories, driven by Industry
4.0 technologies, provides substantial operational and
organizational benefits across various manufacturing
sectors. One of the most significant findings, supported
by 30 studies, is the enhanced flexibility and
adaptability of production systems. Smart factories
enable rapid adjustments to production lines, allowing
for greater customization and quick responses to market
changes. This capability proves particularly valuable in
industries with fluctuating demands or frequent product

updates, such as automotive and electronics
manufacturing. The ability to modify production
processes in real time, without causing significant

downtime or requiring reconfiguration, results in
improved operational efficiency and higher levels of
customer satisfaction.

Another key finding, evident in 25 studies, is the role of
predictive maintenance in reducing downtime and
boosting productivity. Through advanced analytics and
machine learning, smart factories can monitor machine
health and predict potential failures before they occur.
This proactive approach to maintenance prevents costly
breakdowns and minimizes unplanned downtime, which
is a major source of inefficiency in traditional
manufacturing environments. Predictive maintenance
not only reduces the cost of repairs but also extends the
lifespan of machinery, contributing to long-term cost
savings and improved equipment utilization for
manufacturers. The integration of supply chain systems
within smart factories was highlighted in 20 articles as a
significant advantage. Smart factories enable real-time
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data sharing between different supply chain
components, facilitating improved coordination among
suppliers, manufacturers, and distributors. This
integration  supports  just-in-time  manufacturing
practices, where materials and components are delivered
The findings from 15 studies also underscore the critical
role of data analytics in driving operational optimization
within smart factories. Smart factories generate
enormous amounts of data via 10T devices and sensors

exactly when needed, reducing inventory costs and
minimizing waste. Furthermore, real-time visibility into
supply chain activities allows manufacturers to respond
swiftly to disruptions, enhancing overall supply chain
resilience and operational efficiency.

decision-making roles. The transition from traditional
manufacturing roles to technology-driven positions is
reshaping the workforce, and companies that invest in
reskilling and upskilling their employees are more likely

Figure 9: Number of studies on Smart Factories

30t

251
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15t

Number of Studies

10|

Flexibility

Predictive Maint. Supply Chain
Catedories

I Benefits

Data Analytics Workforce

embedded in machinery. When processed through big
data analytics platforms, this data yields valuable
insights into production performance, machine
efficiency, and resource utilization. By analyzing this
data, manufacturers can identify inefficiencies, optimize
workflows, and reduce resource waste. The application
of real-time analytics enables continuous optimization,
allowing factories to adapt and improve their processes
on an ongoing basis without significant manual
intervention. In terms of organizational impact, 10
studies emphasized the changing nature of workforce
roles and skill requirements within smart factories. As
these factories become increasingly automated and data-
driven, there is a growing need for workers with
advanced technical skills, such as data analysis, machine
learning, and systems integration. While automation
reduces the demand for manual labor, it creates
opportunities for workers to engage in more complex,

to succeed in the evolving Industry 4.0 landscape.

Despite the clear benefits identified in these studies, 20
articles pointed to challenges that need to be addressed
for widespread adoption of smart factories.
Interoperability between machines, devices, and
platforms remains a significant hurdle, as many
manufacturers struggle to integrate legacy systems with
newer technologies. Additionally, cybersecurity
concerns are becoming increasingly prominent as smart
factories rely heavily on data sharing and interconnected
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Figure 10: Challenges for Smart Factories Adoption (Radar Chart)

Interoperability

networks. Ensuring that these systems are secure from
cyber threats is critical for maintaining the integrity of
manufacturing processes. However, despite these
challenges, the overall impact of smart factories on
productivity,  efficiency, and innovation s
overwhelmingly positive, indicating a bright future for
the continued advancement of Industry 4.0
technologies.

5 Discussion

The findings from this systematic review align with and
expand upon earlier studies in the realm of smart
factories and Industry 4.0, offering deeper insights into
the operational and organizational transformations
facilitated by these technologies. The increased
flexibility and adaptability of production systems
observed in smart factories have been consistently
highlighted in earlier research (Li et al., 2016; Liu et al.,
2013). However, this review provides further evidence,
from 30 recent studies, that the degree of customization
and agility in smart manufacturing is more advanced
than initially anticipated. While previous studies

emphasized the ability of smart factories to
accommodate diverse production needs, this review
confirms that the combination of real-time data
analytics, cyber-physical systems (CPS), and loT
technologies has significantly accelerated the pace of
production adjustments. The ability to dynamically
switch production lines and processes with minimal
downtime underscores the evolution of smart
manufacturing beyond earlier predictions, which
anticipated slower adoption and adaptability rates
(Holfeld et al., 2016).

Predictive maintenance, highlighted in 25 studies in this
review, represents another area where findings align
with prior research but with added depth. Earlier studies
identified the potential of predictive maintenance to
reduce downtime and optimize machine performance
(Algahtani et al., 2019), but this review reveals that
these benefits are even more pronounced in real-world
applications. The predictive algorithms and machine
learning models deployed in smart factories are proving
more effective than originally projected, reducing
downtime by up to 50% and lowering maintenance costs
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by 20%. These figures not only validate earlier
projections but also suggest that continuous
advancements in machine learning and big data
analytics are pushing the boundaries of what predictive
maintenance can achieve. Unlike traditional
maintenance approaches that relied heavily on
scheduled downtime, smart factories can now operate
with near-constant uptime, reshaping production
efficiency.

In terms of supply chain integration, 20 studies from this
review confirm earlier predictions about the enhanced
coordination capabilities of smart factories (da Silva et
al., 2018). Previous research noted that real-time data
sharing could streamline supply chain processes, but
this review highlights the true scale of this
transformation. Supply chain integration in smart
factories goes beyond just improving logistics; it
fundamentally changes the dynamics of just-in-time
(JIT) manufacturing. By enabling continuous
communication between suppliers, manufacturers, and
distributors, smart  factories are  achieving
unprecedented levels of synchronization. Earlier studies
suggested that JIT practices could reduce waste and
lower inventory costs (Shu et al., 2016), but the real-
time responsiveness facilitated by smart factories has
exceeded these expectations, further reducing lead times
and ensuring faster deliveries across the entire supply
chain network.

The importance of big data analytics, reinforced in 15
studies in this review, also echoes findings from earlier
work, particularly the emphasis on data-driven decision-
making (Shu etal., 2016; Wei et al., 2016). While earlier
studies predicted that big data would play a crucial role
in optimizing manufacturing processes, the depth and
scope of real-time analytics in smart factories have
evolved significantly. This review shows that factories
can now identify inefficiencies and adjust workflows on
an almost minute-by-minute basis, enhancing overall
productivity and reducing resource waste. The ability to
perform such granular adjustments was not fully
explored in earlier studies, which focused more on long-
term operational gains. This advancement demonstrates
that the future of smart manufacturing lies in continuous
optimization, where factories learn and improve
autonomously without the need for manual oversight.
Finally, the discussion of workforce implications, drawn
from 10 studies, builds upon the foundational concerns
raised by earlier research regarding automation and job

displacement (Choi, 2018; Wang, Wan, Zhang, et al.,
2016). Prior studies warned of the potential loss of
traditional manufacturing jobs due to automation, but
this review paints a more nuanced picture. The role of
workers in smart factories is shifting rather than
disappearing, with a growing emphasis on advanced
technical skills such as data analytics, machine learning,
and systems integration. While earlier research
highlighted the need for reskilling, this review suggests
that successful integration of smart technologies hinges
not only on reskilling but also on creating new
collaborative models between human workers and
machines. The evidence from the reviewed studies
points to a more synergistic future, where humans and
Al-powered systems collaborate to drive innovation and
productivity, an evolution that earlier studies did not
fully anticipate.

6 Conclusion

The systematic review underscores the transformative
impact of Industry 4.0 technologies on smart
manufacturing, particularly in enhancing flexibility,
predictive maintenance, supply chain integration, and
operational optimization. The findings validate earlier
research while revealing that the real-world applications
of smart factory technologies have exceeded initial
expectations, particularly in terms of adaptability,
continuous optimization, and the integration of data-
driven decision-making. Furthermore, the role of the
workforce in this digital transformation is evolving,
with an increased demand for technical skills and a shift
towards human-machine collaboration rather than
displacement. However, challenges remain, particularly
in areas such as interoperability, cybersecurity, and the
economic impact of full-scale adoption, signaling the
need for further research and technological
development. Despite these hurdles, the overarching
positive impact of smart factories on productivity,
efficiency, and innovation positions Industry 4.0 as a
critical enabler of the future of manufacturing, offering
vast potential for continuous improvements and new
operational paradigms.

Vol 04 | Issue 04 | October 2024


https://doi.org/10.69593/ajbais.v4i04.131
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_20
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_20
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_53
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_53
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_67
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_18
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_66
file:///C:/Users/LENOVO/Desktop/On%20going/New%20folder/Manuscript.docx%23_ENREF_66

DESIGN AND DEVELOPMENT OF A SMART FACTORY USING INDUSTRY 4.0 TECHNOLOGIES

References

Ahokangas, P., Juntunen, M., & Myllykoski, J. (2014). Cloud
Computing and Transformation of International E-
Business Models. In (Vol. 7, pp. 3-28).
https://doi.org/10.1108/s1744-
211720140000007001

Alqahtani, A. Y., Gupta, S. M., & Nakashima, K. (2019).
Warranty and maintenance analysis of sensor
embedded products using internet of things in
industry 4.0. International Journal of Production
Economics, 208(NA), 483-499.
https://doi.org/10.1016/j.ijpe.2018.12.022

Alshamaila, Y., Papagiannidis, S., & Li, F. (2013). Cloud
computing adoption by SMEs in the north east of
England: A multi-perspective framework. Journal of
Enterprise Information Management, 26(3), 250-
275. https://doi.org/10.1108/17410391311325225

Ashrafuzzaman, M. (2024). The Impact of Cloud-Based
Management Information Systems On HRM
Efficiency: An Analysis of Small And Medium-
Sized Enterprises (SMEs). Academic Journal on
Artificial Intelligence, Machine Learning, Data
Science and Management Information Systems,
1(01), 40-56.
https://doi.org/10.69593/ajaimldsmis.v1i01.124

Barata, J., da Cunha, P. R., & Stal, J. (2018). Mobile supply
chain management in the Industry 4.0 era: An
annotated bibliography and guide for future
research. Journal of Enterprise Information
Management, 31(1), 173-192.
https://doi.org/10.1108/jeim-09-2016-0156

Bartosik-Purgat, M., & Ratajczak-Mrozek, M. (2018). Big
Data Analysis as a Source of Companies’
Competitive Advantage: A Review. Entrepreneurial
Business and Economics Review, 6(4), 197-215.
https://doi.org/10.15678/eber.2018.060411

Begum, S., Akash, M. A. S., Khan, M. S., & Bhuiyan, M. R.
(2024). A Framework For Lean Manufacturing
Implementation In The Textile Industry: A Research
Study. [International Journal of Science and
Engineering, 1(04), 17-31.
https://doi.org/10.62304/ijse.v1i04.181

Begum, S., & Sumi, S. S. (2024). Strategic Approaches to
Lean Manufacturing In Industry 4.0: A
Comprehensive Review Study. Academic Journal on
Science, Technology, Engineering & Mathematics
Education, 4(03), 195-212.
https://doi.org/10.69593/ajsteme.v4i03.106

Benkamoun, N., EIMaraghy, W., Huyet, A.-L., & Kouiss, K.
(2014). Architecture Framework for Manufacturing
System Design. Procedia CIRP, 17(NA), 88-93.
https://doi.org/10.1016/].procir.2014.01.101

Beyer, C. (2014). Strategic Implications of Current Trends in
Additive Manufacturing. Journal of Manufacturing

Science and Engineering, 136(6), 064701-NA.
https://doi.org/10.1115/1.4028599

Birkel, H., Veile, J. W., Miiller, J. M., Hartmann, E., & Voigt,
K.-1. (2019). Development of a Risk Framework for
Industry 4.0 in the Context of Sustainability for
Established Manufacturers. Sustainability, 11(2),
384-NA. https://doi.org/10.3390/sul11020384

Bogers, M., Hadar, R., & Bilberg, A. (2016). Additive
manufacturing for consumer-centric  business
models: Implications for supply chains in consumer
goods manufacturing. Technological Forecasting
and  Social  Change, 102(102), 225-239.
https://doi.org/10.1016/j.techfore.2015.07.024

Buchi, G., Cugno, M., & Castagnoli, R. (2018). Economies of
Scale and Network Economies in Industry 4.0.
Theoretical Analysis and Future Directions of
Research.  Symphonya. Emerging Issues in
Management, NA(2), NA-NA.
https://doi.org/10.4468/2018.02.01

Buchi, G., Cugno, M., & Castagnoli, R. (2020). Smart factory
performance and Industry 4.0. Technological
Forecasting and Social Change, 150, 119790.
https://doi.org/10.1016/j.techfore.2019.119790

Chen, B., Wan, J., Shu, L., Li, P., Mukherjee, M., & Yin, B.
(2018). Smart Factory of Industry 4.0: Key
Technologies, Application Case, and Challenges.
IEEE Access, 6, 6505-6519.
https://doi.org/10.1109/access.2017.2783682

Chen, M., Wu, Y., & Vasilakos, A. V. (2014). Advances in
Mobile Cloud Computing. Mobile Networks and
Applications, 19(2), 131-132.
https://doi.org/10.1007/s11036-014-0503-1

Chiarello, F., Trivelli, L., Bonaccorsi, A., & Fantoni, G.
(2018). Extracting and mapping industry 4.0
technologies using wikipedia. Computers in
Industry, 100(NA), 244-257.
https://doi.org/10.1016/j.compind.2018.04.006

Choi, T.-M. (2018). A System of Systems Approach for
Global Supply Chain Management in the Big Data
Era. IEEE Engineering Management Review, 46(1),
91-97. https://doi.org/10.1109/emr.2018.2810069

Chovancova, B., Dorocakova, M., & Malacka, V. (2018).
Changes in the industrial structure of GDP and stock
indices also with regard to industry 4.0. Business and
Economic Horizons, 14(2), 402-414.
https://doi.org/10.15208/beh.2018.29

da Silva, V. L., Kovaleski, J. L., & Pagani, R. N. (2018).
Technology transfer in the supply chain oriented to
industry 4.0: a literature review. Technology Analysis
& Strategic Management, 31(5), 546-562.
https://doi.org/10.1080/09537325.2018.1524135

Da Xu, L., Xu, E., & Li, L. (2018). Industry 4.0: state of the
art and future trends. International Journal of

Vol 04 | Issue 04 | October 2024


https://doi.org/10.1108/s1744-211720140000007001
https://doi.org/10.1108/s1744-211720140000007001
https://doi.org/10.1016/j.ijpe.2018.12.022
https://doi.org/10.1108/17410391311325225
https://doi.org/10.69593/ajaimldsmis.v1i01.124
https://doi.org/10.1108/jeim-09-2016-0156
https://doi.org/10.15678/eber.2018.060411
https://doi.org/10.62304/ijse.v1i04.181
https://doi.org/10.69593/ajsteme.v4i03.106
https://doi.org/10.1016/j.procir.2014.01.101
https://doi.org/10.1115/1.4028599
https://doi.org/10.3390/su11020384
https://doi.org/10.1016/j.techfore.2015.07.024
https://doi.org/10.4468/2018.02.01
https://doi.org/10.1016/j.techfore.2019.119790
https://doi.org/10.1109/access.2017.2783682
https://doi.org/10.1007/s11036-014-0503-1
https://doi.org/10.1016/j.compind.2018.04.006
https://doi.org/10.1109/emr.2018.2810069
https://doi.org/10.15208/beh.2018.29
https://doi.org/10.1080/09537325.2018.1524135

ACADEMIC JOURNAL ON BUSINESS ADMINISTRATION, INNOVATION & SUSTAINABILITY

Doi: 10.69593/ajbais.v4i04.131

Production Research, 56(8), 2941-2962.
https://doi.org/10.1080/00207543.2018.1444806

Dai, W., Vyatkin, V., Christensen, J. H., & Dubinin, V. (2015).
Bridging Service-Oriented Architecture and IEC
61499 for Flexibility and Interoperability. /EEE
Transactions on Industrial Informatics, 11(3), 771-
781. https://doi.org/10.1109/tii.2015.2423495

Dalenogare, L. S., Benitez, G. B., Ayala, N. F., & Frank, A. G.
(2018). The expected contribution of Industry 4.0
technologies for industrial performance.
International Journal of Production Economics,
204(NA), 383-394.
https://doi.org/10.1016/.ijpe.2018.08.019

Frank, A. G., de Sousa Mendes, G. H., Ayala, N. F., & Ghezzi,
A. (2019). Servitization and Industry 4.0
convergence in the digital transformation of product
firms: A business model innovation perspective.
Technological Forecasting and Social Change,
141(NA), 341-351.
https://doi.org/10.1016/j.techfore.2019.01.014

Gershenfeld, N., & Euchner, J. (2015). Atoms and Bits:
Rethinking Manufacturing. Research-Technology
Management, 58(5), 16-23.
https://doi.org/10.5437/08956308x5805003

Guzman, C. F,, Gu, J., Duflou, J., Vanhove, H., Flores, P., &
Habraken, A. (2012). Study of the geometrical
inaccuracy on a SPIF two-slope pyramid by finite
element simulations. International Journal of Solids
and Structures, 49(25), 3594-3604.
https://doi.org/10.1016/].ijsolstr.2012.07.016

Holfeld, B., Wieruch, D., Wirth, T., Thiele, L., Ali, A. S.,
Huschke, J., Aktas, 1., & Ansari, J. (2016). Wireless
Communication for Factory Automation: an
opportunity for LTE and 5G systems. [EEE
Communications  Magazine,  54(6), 36-43.
https://doi.org/10.1109/mcom.2016.7497764

Hosseini, S., Fallon, G., Weerakkody, V., & Sivarajah, U.
(2019). Cloud computing utilization and mitigation
of informational and marketing barriers of the SMEs
from the emerging markets: Evidence from Iran and
Turkey. International Journal of Information
Management, 46(NA), 54-69.
https://doi.org/10.1016/j.ijinfomgt.2018.11.011

Kergroach, S. (2017). Industry 4.0: New Challenges and
Opportunities for the Labour Market. Foresight and
STI Governance, 11(4), 6-8.
https://doi.org/10.17323/2500-2597.2017.4.6.8

Kinzel, H. (2017). Industry 4.0 - Where Does This Leave the
Human Factor? Journal of Urban Culture Research,
15(1), 70-83.
https://doi.org/10.58837/chula.jucr.15.1.6

Kovacs, G., & Kot, S. (2016). New logistics and production
trends as the effect of global economy changes.

Polish Journal of Management Studies, 14(2), 115-
126. https://doi.org/10.17512/pjms.2016.14.2.11

Krzywdzinski, M. (2017). Automation, skill requirements and
labour-use strategies: high-wage and low-wage
approaches to high-tech manufacturing in the
automotive industry. New Technology, Work and
Employment, 32(3), 247-267.
https://doi.org/10.1111/ntwe.12100

Lee, J., Bagheri, B., & Kao, H.-A. (2015). A Cyber-Physical
Systems architecture for Industry 4.0-based
manufacturing systems. Manufacturing Letters,
3(NA), 18-23.
https://doi.org/10.1016/j.mfglet.2014.12.001

Li, F., Wan, J., Zhang, P., Li, D., Zhang, D., & Zhou, K.
(2016). Usage-Specific Semantic Integration for
Cyber-Physical Robot Systems. ACM Transactions
on Embedded Computing Systems, 15(3), 50-20.
https://doi.org/10.1145/2873057

Li, X., Li, D., Wan, J., Vasilakos, A. V., Lai, C.-F., & Wang,
S. (2015). A review of industrial wireless networks
in the context of Industry 4.0. Wireless Networks,
23(1), 23-41. https://doi.org/10.1007/s11276-015-
1133-7

Liao, Y., Deschamps, F., de Freitas Rocha Loures, E., &
Ramos, L. F. P. (2017). Past, present and future of
Industry 4.0 - a systematic literature review and
research agenda proposal. International Journal of
Production ~ Research,  55(12),  3609-3629.
https://doi.org/10.1080/00207543.2017.1308576

Liu, J., Wang, Q., Wan, J., Xiong, J., & Zeng, B. (2013).
Towards Key Issues of Disaster Aid based on
Wireless Body Area Networks. KSII Transactions on
Internet and Information Systems, 7(5), 1014-1035.
https://doi.org/NA

Lu, Y. (2017). Industry 4.0: A Survey on Technologies,
Applications and Open Research Issues. Journal of
Industrial Information Integration, 6(NA), 1-10.
https://doi.org/10.1016/1.jii.2017.04.005

Maksimchuk, O., & Pershina, T. (2017). A new paradigm of
industrial system optimization based on the
conception “Industry 4.0”. MATEC Web of
Conferences, 129(NA), 04006-NA.
https://doi.org/10.1051/matecconf/201712904006

McAfee, A., & Brynjolfsson, E. (2012). Big data: the
management revolution. Harvard Business Review,
90(10), 60-128.

Mitra, A., O'Regan, N., & Sarpong, D. (2018). Cloud resource
adaptation: A resource based perspective on value
creation for corporate growth. Technological
Forecasting and Social Change, 130(NA), 28-38.
https://doi.org/10.1016/j.techfore.2017.08.012

Morshed, A. S. M., Manjur, K. A., Shahjalal, M., & Yahia, A.
K. M. (2024). Optimizing Energy Efficiency: A

Vol 04 | Issue 04 | October 2024


https://doi.org/10.69593/ajbais.v4i04.131
https://doi.org/10.1080/00207543.2018.1444806
https://doi.org/10.1109/tii.2015.2423495
https://doi.org/10.1016/j.ijpe.2018.08.019
https://doi.org/10.1016/j.techfore.2019.01.014
https://doi.org/10.5437/08956308x5805003
https://doi.org/10.1016/j.ijsolstr.2012.07.016
https://doi.org/10.1109/mcom.2016.7497764
https://doi.org/10.1016/j.ijinfomgt.2018.11.011
https://doi.org/10.17323/2500-2597.2017.4.6.8
https://doi.org/10.58837/chula.jucr.15.1.6
https://doi.org/10.17512/pjms.2016.14.2.11
https://doi.org/10.1111/ntwe.12100
https://doi.org/10.1016/j.mfglet.2014.12.001
https://doi.org/10.1145/2873057
https://doi.org/10.1007/s11276-015-1133-7
https://doi.org/10.1007/s11276-015-1133-7
https://doi.org/10.1080/00207543.2017.1308576
https://doi.org/NA
https://doi.org/10.1016/j.jii.2017.04.005
https://doi.org/10.1051/matecconf/201712904006
https://doi.org/10.1016/j.techfore.2017.08.012

DESIGN AND DEVELOPMENT OF A SMART FACTORY USING INDUSTRY 4.0 TECHNOLOGIES

Comprehensive Analysis Of Building Design
Parameters. Academic Journal on Science,
Technology, Engineering & Mathematics Education,
4(04), 54-73.
https://doi.org/10.69593/ajsteme.v4i04.120

Miiller, J. M., Buliga, O., & Voigt, K.-I. (2018). Fortune
favors the prepared: How SMEs approach business
model innovations in Industry 4.0. Technological
Forecasting and Social Change, 132(NA), 2-17.
https://doi.org/10.1016/j.techfore.2017.12.019

Nandi, A., Emon, M. M. H., Azad, M. A., Shamsuzzaman, H.
M., & Md Mahfuzur Rahman, E. (2024).
Developing An Extruder Machine Operating System
Through PLC Programming with HMI Design to
Enhance Machine Output and Overall Equipment
Effectiveness (OEE). International Journal of
Science  and  Engineering,  1(03), 1-13.
https://doi.org/10.62304/ijse.v1i3.157

Pan, M., Sikorski, J. J., Kastner, C. A., Akroyd, J., Mosbach,
S., Lau, R., & Kraft, M. (2015). Applying Industry
4.0 to the Jurong Island Eco-industrial Park. Energy
Procedia, 75(NA), 1536-1541.
https://doi.org/10.1016/j.egypro.2015.07.313

Radziwon, A., Bilberg, A., Bogers, M., & Madsen, E. S.
(2014). The Smart Factory: Exploring Adaptive and
Flexible —Manufacturing Solutions.  Procedia
Engineering, 69(NA), 1184-1190.
https://doi.org/10.1016/j.proeng.2014.03.108

Reischauer, G. (2018). Industry 4.0 as policy-driven discourse
to institutionalize  innovation  systems in
manufacturing. Technological Forecasting and
Social Change, 132(NA), 26-33.
https://doi.org/10.1016/j.techfore.2018.02.012

Reynolds, E. B., & Uygun, Y. (2018). Strengthening advanced
manufacturing innovation ecosystems: The case of
Massachusetts. Technological Forecasting and
Social Change, 136(NA), 178-191.
https://doi.org/10.1016/j.techfore.2017.06.003

Rozony, F. Z., Aktar, M. N. A., Ashrafuzzaman, M., & Islam,
A. (2024). A Systematic Review Of Big Data
Integration  Challenges And  Solutions For
Heterogeneous Data Sources. Academic Journal on
Business Administration, Innovation &
Sustainability, 4(04), 1-18.
https://doi.org/10.69593/ajbais.v4i04.111

Sah , B. P., Shirin, B., Minhazur Rahman, B., & Shahjalal,
M. (2024). The Role of Al In Promoting
Sustainability Within the Manufacturing Supply
Chain Achieving Lean And Green Objectives.
Academic Journal on Business Administration,
Innovation &  Sustainability, 4(3), 79-93.
https://doi.org/10.69593/ajbais.v4i3.97

Saucedo-Martinez, J. A., Pérez-Lara, M., Marmolejo-
Saucedo, J. A., Salais-Fierro, T. E., & Vasant, P.
(2017). Industry 4.0 framework for management and
operations: a review. Journal of Ambient Intelligence

and Humanized Computing, 9(3), 789-801.

https://doi.org/10.1007/s12652-017-0533-1

Shahjalal, M., Yahia, A. K. M., Morshed, A. S. M., & Tanha,
N. L. (2024). Earthquake-Resistant Building Design:
Innovations and Challenges. Global Mainstream
Journal of Innovation, Engineering & Emerging
Technology, 3(04), 101-119.
https://doi.org/10.62304/jieet.v3i04.209

Shamim, M. M. L. (2024). Artificial Intelligence in Project
Management: Enhancing Efficiency and Decision-
Making. International Journal of Management
Information Systems and Data Science, 1(1), 1-6

Shamim, M. (2022). The Digital Leadership on Project
Management in the Emerging Digital Era. Global
Mainstream Journal of Business, Economics,
Development & Project Management, 1(1), 1-14

Shu, Z., Wan, J., Lin, J., Wang, S., Li, D., Rho, S., & Yang, C.
(2016). Traffic Engineering in Software-Defined
Networking: Measurement and Management. /EEE
Access, 4(NA), 3246-3256.
https://doi.org/10.1109/access.2016.2582748

Sikder, M. A., Begum, S., Bhuiyan, M. R., Princewill, F. A.,
& Li, Y. (2024). Effect of Variable Cordless Stick
Vacuum Weights on Discomfort in Different Body
Parts During Floor Vacuuming Task. Physical
Ergonomics and Human Factors, 44.

Strange, R., & Zucchella, A. (2017). Industry 4.0, global value
chains and international business. Multinational
Business Review, 25(3), 174-184.
https://doi.org/10.1108/mbr-05-2017-0028

Sung, T. K. (2018). Industry 4.0: A Korea perspective.
Technological Forecasting and Social Change,
132(NA), 40-45.
https://doi.org/10.1016/j.techfore.2017.11.005

Tuptuk, N., & Hailes, S. (2018). Security of smart
manufacturing systems. Journal of Manufacturing
Systems, 47(NA), 93-106.
https://doi.org/10.1016/j.jmsy.2018.04.007

Vogel-Heuser, B., & Hess, D. (2016). Guest Editorial Industry
4.0—Prerequisites and Visions. IEEE Transactions on
Automation Science and Engineering, 13(2), 411-
413. https://doi.org/10.1109/tase.2016.2523639

Wan, J., Tang, S., Hua, Q., Li, D., Liu, C., & Lloret, J. (2018).
Context-Aware Cloud Robotics for Material
Handling in Cognitive Industrial Internet of Things.
IEEE Internet of Things Journal, 5(4), 2272-2281.
https://doi.org/10.1109/ji0t.2017.2728722

Wan, J., Tang, S., Li, D., Wang, S., Liu, C., Abbas, H., &
Vasilakos, A. V. (2017). A Manufacturing Big Data
Solution for Active Preventive Maintenance. /EEE
Transactions on Industrial Informatics, 13(4), 2039-
2047. https://doi.org/10.1109/1ii.2017.2670505

Wan, J., Tang, S., Shu, Z., Li, D., Wang, S., Imran, M., &
Vasilakos, A. (2016a). Software-Defined Industrial

Vol 04 | Issue 04 | October 2024


https://doi.org/10.69593/ajsteme.v4i04.120
https://doi.org/10.1016/j.techfore.2017.12.019
https://doi.org/10.62304/ijse.v1i3.157
https://doi.org/10.1016/j.egypro.2015.07.313
https://doi.org/10.1016/j.proeng.2014.03.108
https://doi.org/10.1016/j.techfore.2018.02.012
https://doi.org/10.1016/j.techfore.2017.06.003
https://doi.org/10.69593/ajbais.v4i04.111
https://doi.org/10.69593/ajbais.v4i3.97
https://doi.org/10.1007/s12652-017-0533-1
https://doi.org/10.62304/jieet.v3i04.209
https://doi.org/10.1109/access.2016.2582748
https://doi.org/10.1108/mbr-05-2017-0028
https://doi.org/10.1016/j.techfore.2017.11.005
https://doi.org/10.1016/j.jmsy.2018.04.007
https://doi.org/10.1109/tase.2016.2523639
https://doi.org/10.1109/jiot.2017.2728722
https://doi.org/10.1109/tii.2017.2670505

ACADEMIC JOURNAL ON BUSINESS ADMINISTRATION, INNOVATION & SUSTAINABILITY

Doi: 10.69593/ajbais.v4i04.131

Internet of Things in the Context of Industry 4.0.
IEEE  Sensors  Journal, = NA(NA), 1-1.
https://doi.org/10.1109/jsen.2016.2565621

Wan, J., Tang, S., Shu, Z., Li, D., Wang, S., Imran, M., &
Vasilakos, A. V. (2016b). Software-Defined
Industrial Internet of Things in the Context of
Industry 4.0. IEEE Sensors Journal, 16(20), 7373-
7380.

Wan, J., Tang, S., Yan, H., Li, D., Wang, S., & Vasilakos, A.
V. (2016). Cloud robotics: Current status and open
issues. [EEE Access, 4(NA), 2797-2807.

Wan, J., Yi, M., Li, D., Zhang, C., Wang, S., & Zhou, K.
(2016). Mobile Services for Customization
Manufacturing Systems: An Example of Industry
4.0. IEEE  Access, 4(NA), 8977-8986.
https://doi.org/10.1109/access.2016.2631152

Wang, S., Wan, J., Imran, M., Li, D., & Zhang, C. (2016).
Cloud-based smart manufacturing for personalized
candy packing application. The Journal of
Supercomputing, 74(9), 4339-4357.
https://doi.org/10.1007/s11227-016-1879-4

Wang, S., Wan, J., Zhang, D., Li, D., & Zhang, C. (2016).
Towards smart factory for industry 4.0. Computer
Networks, 101(101), 158-168.
https://doi.org/10.1016/j.comnet.2015.12.017

Wei, Y., Deng, P., Taleb, T., Wan, J., & Bi, C. (2016). An
Unlicensed Taxi Identification Model Based on Big
Data Analysis. /EEE Transactions on Intelligent
Transportation  Systems, 17(6), 1703-1713.
https://doi.org/10.1109/tits.2015.2498180

Yahia, A. K. M., Rahman, D. M. M., Shahjalal, M., &
Morshed, A. S. M. (2024). Sustainable Materials
Selection in Building Design And Construction.
International Journal of Science and Engineering,
1(04), 106-119.
https://doi.org/10.62304/ijse.v1i04.199

Yin, Y., Stecke, K. E., & Li, D. (2017). The evolution of
production systems from Industry 2.0 through
Industry 4.0. International Journal of Production
Research, 56(1-2), 848-861.
https://doi.org/10.1080/00207543.2017.1403664

Zhang, D., Wan, J., Liu, Q., Guan, X., & Liang, X. (2012). A
Taxonomy of Agent Technologies for Ubiquitous
Computing Environments. KSII Transactions on
Internet and Information Systems, 6(2), 547-565.
https://doi.org/10.3837/tiis.2012.02.006

Vol 04 | Issue 04 | October 2024


https://doi.org/10.69593/ajbais.v4i04.131
https://doi.org/10.1109/jsen.2016.2565621
https://doi.org/10.1109/access.2016.2631152
https://doi.org/10.1007/s11227-016-1879-4
https://doi.org/10.1016/j.comnet.2015.12.017
https://doi.org/10.1109/tits.2015.2498180
https://doi.org/10.62304/ijse.v1i04.199
https://doi.org/10.1080/00207543.2017.1403664
https://doi.org/10.3837/tiis.2012.02.006

